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Overview of AI in Health Care
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The Health Care Industry

• According to the American 
Hospital Association, health care 
makes up approximately one-
sixth of the U.S. economy. 
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ChatGPT’s Response re: Healthcare AI?
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AI: GAI:

AI and GAI
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Computer systems that perform 
tasks requiring human-like 
cognition, enabling machines to 
autonomously learn, reason, and 
adapt through experience.

A subset of AI focused on creating 
new, original content or data, such as 
images, text, or music, by 
autonomously learning patterns and 
features from existing datasets.



How the U.S. Department of Health & Human Services Defines AI?
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HHS Trustworthy AI Playbook – Sample AI Methods
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How the Office of Information Security Describes Potential Benefits: 
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AI in Health Care – Proven Benefits: 
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Health Care Industry and AI – Use Cases available at: 
https://www.hhs.gov/about/agencies/asa/ocio/ai/use-cases/index.html
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FDA’s Complied list of public facing AI/ML enabled devices: 
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Current Legal Framework
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US Developments - Legal landscape for Privacy & AI

• There is no overarching federal law governing AI.
‒ Left with voluntary frameworks, executive orders against 

algorithmic discrimination, unfair business and anti-discrimination 
laws as regulated by the FTC (and other agencies), and a 
patchwork of state laws

• Congress: Efforts in Senate to establish rules on AI.
• White House Blueprint for an AI Bill of Rights: Outlines five 

principles – safe and effective systems; algorithmic 
discrimination protections; notice and explanation; and human 
alternatives to AI systems; and data

• State laws: Some state laws regarding use of AI in any 
employment decisions. 

‒ Other bills that seek to regulate AI and automated decision-
making and require impact assessments for AI tools being 
debated in state legislatures (e.g., California AB-331)

• Medical Organization: Self regulation and industry 
guidelines. 
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U.S. Chamber of Commerce Technology Engagement Center: 

February 1, 2024The Age of AI18



Legislative Trend: 
Creation of Subcategory of Personal Information 
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• Sensitive personal information, 
sometimes called SPI, is data that is 
subject to strict protection guidelines 
under laws like the GDPR and the 
CPRA.

• General Data Privacy Regulation (GDPR) 
• California Privacy Rights Act (CPRA);  

California Consumer Protection Act (CCPA) 
• Virginia Consumer Data Protection Act 

(CDPA)
• If sensitive data is breached or 

compromised, it could lead to 
discrimination, harassment, identity theft, 
or impact the quality of the person’s daily 
life in other harmful ways.



GDPR Definition of Sensitive Information under Article 9: 
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Trend: Health-Related Data is Broader than PHI 
and HIPAA 
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What is Health Data?
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HIPAA COVERED 
DATA (E/PHI)

SENSITIVE HEALTH 
DATA

NON-SENSITIVE



HIPAA Covered Data?

HIPAA

“Individually identifiable health information means any information, 
including demographic information collected from an individual, that:
(a)Is created or received by a health care provider, health plan, employer, 

or healthcare clearinghouse; and 
(b)Relates to the past, present, or future physical or mental health or 

condition of an individual, the provision of health care to an individual, or 
the past, present, or future payment for the provision of health care to an 
individual, and –
(1)Identifies the individual; or
(2)With respect to which there is a reasonable basis to believe that the 

information can be used to identify the individual. 
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What is Health Information? Washington My Health My Data Act

MHMDA

“Consumer health data means personal information that is linked or 
reasonably linkable to a consumer and that identifies the consumer’s past, 
present or future physical or mental health status.”
Includes:
(1) Individual health conditions, treatment, diseases, or diagnosis. 
(2) Gender-affirming care information 
(3) Biometric data
(4) Precision location information 
(5) Data that identifies a consumer seeking health care services 
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What is Health Information? Virginia Consumer Data Protection 

Virginia CDPA

“Personal data means any information that is linked or reasonably linkable 
to an identified or identifiable natural person.”

“Sensitive data means a category of personal data that includes: 
(1) Mental or physical health diagnosis
(2) Genetic or biometric data for the purpose of uniquely identifying a 

natural person.”
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What is Health Information? FTC 

FTC Consent Orders

In the Matter of Flo Health, Inc. (2023)
• “individually identifiable information from or about an individual consumer relating to health, 

including but not limited to information concerning fertility, menstruation, sexual activity, 
pregnancy, and childbirth.”

In the Matter of Health.io Inc. (2023)
• “individually identifiable information relating to the health or genetics of an individual.”
U.S. v. Easy Healthcare (2023)
• “medical records and other individually identifiable information relating to the past, 

present, or future physical or mental health or conditions of an individual, the provision 
of health care to an individual, or the past, present, or future payment for the provision 
of healthcare to an individual.”  
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FTC’s Health Breach Notification Rule – 2021 Policy 
Statement 
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• Health and fitness app developers 
are “health care providers” for 
purposes of the HBNR. 

• Applies to any device that is 
“capable of pulling health 
information plus any other 
information from multiple sources 
(e.g. wearables). 

• Breach includes any disclosure 
not authorized by consumer.  



Potential State Level Issues

• Original CCPA was silent on automated decision-making.
• However, the CPRA amendments, as well as other state data 

privacy laws (e.g., Colorado and Connecticut) gives certain rights 
to consumers re: automated decision-making technology.

• Notably, in March 2023, the CPPA requested pre-rulemaking 
comments in helping it craft regulations on automated decision-
making), including questions about whether access and opt-out 
rights with respect to automated decision-making should depend 
on the industry, the technology used, and the sensitivity of the PII.

• In the Colorado privacy regs, there are rules on opt-out rights of 
decisions based on automated processing that produce legal or 
other significant effects on a consumer.
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FDA, HHS and CMS Issue Guidance on AI
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Legal & Ethical Considerations
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Legal and Ethical Consideration in Artificial Intelligence in 
Healthcare: Who Takes Responsibility?
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HHS Trustworthy AI for Patient – Centered Outcomes Research:
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AI Needs Patient Data – How to Apply HIPAA

February 1, 2024The Age of AI35

• As permitted or required by its business associate agreement 
(BAA); and 

• In a manner compliant with HIPAA if done by the covered entity 
(two exceptions but not relevant for our analysis regarding AI).

Under HIPAA, a business 
associate only may use or 

disclose PHI: 

• Use and disclose PHI for its proper management and 
administration; and/or

• Use PHI for data aggregation to support covered entities’ health 
care operations. 

If Permitted by the BAA, the 
business associate may:

• Sometimes the BAA will permit the BA to use PHI to preform data 
aggregation. 

A business associate may use 
PHI to create de-identified 
information (unrelated to 
providing the services) if 

expressly permitted in the BAA. 



HIPAA – Treatment, Payment and Healthcare Operations
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Treatment

AI assistance with diagnosis
AI assistance with recording 
and summarizing patient 
encounters

Payment

AI assistance with medical 
coding for an individual 
AI assistance with processing 
health care claims for 
submission to payors

Healthcare Operations

AI assistance with analysis of 
patient population for quality 
improvement
AI assistance with reviewing 
coding errors. 



HIPAA and Research in the Context of AI
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Defining “Research” - be careful 
–

Research means a systemic investigation, including 
research development, testing, and evaluation, 
designed to develop or contribute to generalizable 
knowledge  

HIPAA permits a business 
associate to use and disclose 
PHI for research if:

Expressly permitted by the BAA
Permitted by HIPAA for the covered entity’s 
purposes
• IRB or privacy board’s waiver of HIPAA 

authorizations



“Sale of PHI” and AI
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Under HIPAA there is a general prohibition on the sale of PHI.  

Sale of PHI is considered a disclosure of PHI by a 
covered entity or a business associate where the 
covered entity or BA directly or indirectly receives 
remuneration from or on behalf of the recipient of the 
PHI in exchange for the PHI. 

Various exceptions: If otherwise permitted under HIPAA and 
remuneration is limited to reasonable, cost-based fee to cover the 
costs to prepare and transmit the PHI.

Sale includes both financial and non-financial remuneration in exchange for access to PHI. 



Sensitive PHI and Consents
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See 42 CFR Part 2 – substance use disorder records
If the AI developer is supporting the healthcare operations of a Part 
2 program
•Patient consent, or 
•Qualified service organization agreement

If purpose is scientific research
•Patient consent or 
•AI developer must be subject to and comply with HIPAA or HHS regulations 
governing human research protections. 

There are additional restrictions under HIPAA on 
certain sensitive PHI.



Consents and Authorizations - Confusion

Washington: My Health My Data FTC Health Breach Notification 
Rule

Other Litigations

Collection: Prior consent is 
required for specific purpose 
unless reasonably necessary to 
provide requested service.

Sharing: Prior consent, separate 
from consent to collection, unless 
reasonably necessary to provide 
requested service. 

Selling: Prior Authorization 
required, separate from consents

Breach of Security: “acquisition 
of such information without the 
authorization of the individual.” 

FTC considers any unauthorized 
disclosure to constitute a breach 
of security, not just those that 
result from bad actors, 
cybersecurity incidents. 

Potential Causes of Actions: 
- State/federal wiretap laws.
- HIPAA
- Invasion of privacy
- Breach of contract
- Breach of fiduciary duty.

Pixel cases: allegations that pixel 
collected information from health 
care providers and hospital 
websites, including patient 
portals. 
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HHS’s View on Privacy Considerations: 
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FTC Joint Statement on AI

• “Existing legal authorities apply to the use of automated systems and innovative new technologies 
just as they apply to other practices.”

• “The FTC are among the federal agencies responsible for enforcing civil rights, non-discrimination, fair 
competition, consumer protection, and other vitally important legal protections.”

• “Many automated systems rely on vast amounts of data to find patterns or correlations, and then apply 
those patterns to new data to perform tasks or make recommendations and predictions. While these tools 
can be useful, they also have the potential to produce outcomes that result in unlawful discrimination.”

‒ Potential discrimination can come from different sources. 
‒ Examples: Unrepresented or imbalanced datasets; “black box” and opacity issues; AI designs that do not account for private or

public usage; 
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Prior FTC Enforcements: “Algorithmic Justice”

• In re Kogan and Nix, Nos. 182 3016 (Agreement Dec. 18, 2019) (former app developer that with 
Cambridge Analytics and its former CEO enabled app to collect Facebook data from users and 
friends; among other things, settlement required defendants to delete or destroy any personal 
information collected from consumers via the app and any related work product that 
originated from the data). 

• In re Everalbum, Inc., No. C-4743 (Decision and Order May 6, 2021) (photo app developer settled 
FTC allegations that it deceived consumers about its use of facial recognition technology and its 
retention of the photos and videos of users who deactivated their accounts; as part of the proposed 
settlement, Everalbum must, among other things, delete models and algorithms it developed by 
using the photos and videos uploaded by its users)

• U.S. v. Kurbo Inc., No. 22-00946 (N.D. Cal. Stipulated Order Mar. 3, 2022) (settlement order 
requires WW International and Kurbo to delete personal information illegally collected from children 
under 13 and destroy any algorithms derived from the data)
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AI in Health Care 
Cybersecurity Considerations
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Cybersecurity and Patient Safety

• Ransomware attacks in healthcare 
affect every aspect of an organization 
but most importantly it can impact 
patient safety.

• An attack can:
‒Shut down health care facilities
‒Delete and destroy patient health 

information and medical records
‒Disrupt a patient’s continuity of 

care 
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Conclusion
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Case Study – Generative AI & Healthcare
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Generative AI potential uses in 
healthcare

• Assistance with coding and billing 
and administrative tasks

• Producing routine insurance/benefits 
notices or forms 

• Integrate generative AI into EHR 
software to enhance natural 
language queries and data analysis 
and spot trends in medical records 
(in the aggregate). 



Case Study – Generative AI & Healthcare

Potential Risks

• Automation bias and potential discrimination against patients based on race, 
gender, etc.

• Producing misleading, inaccurate or correct-sounding (but incorrect) output
• Not yet suitable for diagnostic or medical treatment suggestions
• Data security: Concern over additional sensitive medical records and possible 

sharing/transmittal of patient data or data being used to train AI system
• Privacy: Concern about how new AI-powered systems will use patient data
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Some Final Questions to Consider

• How transparent does a company have to be regarding its use of generative AI 
applications when it comes to processing consumer data? 

• Are there more privacy compliance concerns re: AI automated decision-making in 
products or services?  

• Should every company that intends to use generative AI and related technologies 
update an existing privacy program to meet the privacy questions of AI? 

• Should a company monitor internal use of generative AI (mapping its uses and 
cataloguing them) to prepare for privacy issues or potential compliance issues in 
the future (e.g., knowing the extent and types of business uses)?
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Thank You
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Department of Homeland Security Resources and Other Helpful Links

• https://www.cisa.gov
• https://www.us-cert.gov/Ransomware
• https://www.us-cert.gov/sites/default/files/2019-08/CISA_Insights-Ransomware_Outbreak_S508C.pdf
• https://www.cisa.gov/cyber-essentials
• https://www.us-cert.gov/report
• https://www.dhs.gov/be-cyber-smart
• https://www.ncbi.nlm.nih.gov/pmc/articles/PMC8963864/
• https://www.hhs.gov/about/agencies/asa/ocio/ai/use-cases/index.html
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The information provided in this slide presentation is not intended to be, and shall not be construed to be, either the provision of legal advice or an offer 
to provide legal services, nor does it necessarily reflect the opinions of the firm, our lawyers or our clients. No client-lawyer relationship between you 
and the firm is or may be created by your access to or use of this presentation or any information contained on them. Rather, the content is intended as 
a general overview of the subject matter covered. Proskauer Rose LLP (Proskauer) is not obligated to provide updates on the information presented 
herein. Those viewing this presentation are encouraged to seek direct counsel on legal questions. © Proskauer Rose LLP. All Rights Reserved.
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