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GenAI 1.0
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GenAI 2.0 – What has changed in a year?



Some Risks Are Being Addressed…By Litigation

8

Authors Guild v. OpenAI Inc., No. 23-08292 (S.D.N.Y. Filed Sept. 19, 2023) 
(“Defendants copied Plaintiffs’ works wholesale, without permission or 
consideration. Defendants then fed Plaintiffs’ copyrighted works into their 
“large language models” or “LLMs,” algorithms designed to output human-
seeming text responses to users’ prompts and queries”)

A.T. v. OpenAI LP, No. 23-04557 (N.D. Cal. Filed Sept. 5, 2023) (privacy-
related claims against OpenAI and Microsoft for using “stolen private 
information” from millions of internet users without consent to train its AI)

Huckabee v. Meta Platforms, Inc., No. 23-09152 (S.D.N.Y. Filed Oct. 17, 
2023) (putative class action over alleged AI training on ebooks)

Concord Music Group, Inc. v. Anthropic PBC, No. 23-01092 (M.D. Tenn. 
Filed Oct. 18, 2023) (music publishers claims AI model copies and 
disseminates copyrighted music lyrics)

New York Times Co. v. Microsoft Corp., No. 23-11195 (S.D.N.Y. Filed Dec. 
27, 2023) (“Defendants’ unlawful use of The Times’s work to create artificial 
intelligence products that compete with it threatens The Times’s ability to 
provide that service”)

 Main Sequence, Ltd. v. Dudesy, LLC, No. 24-00711 (C.D. Cal. Filed Jan. 
25, 2024) (settled dispute against podcast creators who alleged used genAI to 
write and perform jokes based on George Carlin’s voice and style)

Lehrman v. Lovo, Inc., No. 24-03770 (S.D.N.Y. Filed May 16, 2024) (voice 
actors’ action against text-to-speech AI service over alleged 
misappropriation of their voices) 

UMG Recordings, Inc. v. Suno, Inc., No. 24-11611 (D. Mass. Filed June 
24, 2024) (action against genAI service that allows users to generate digital 
music files that mimic copyrighted recordings)

Leovy v. Alphabet Inc., No. 23-03440 (N.D. Cal. Amended Complaint 
Filed June 27, 2024) (various privacy and copyright-related claims against 
Google) 

Millette v. Nvidia Corp., No. 24-05157 (N.D. Cal. Filed Aug. 14, 2024) 
(copyright suit alleging non-consensual use of YouTube users’ videos for AI 
training)

Bartz v. Anthropic PBC, No. 24-05417 (N.D. Cal. Filed Aug. 19, 2024) 
(authors’ suit against AI developer over training materials)

Farnsworth v. Meta Platforms, Inc., No. 24-6893 (N.D. Cal. Filed Oct. 1, 
2024) (authors’ copyright claim over use of works to train Llama LLMs)
Dow Jones & Co. v. Perplexity AI, Inc., No. 24-7984 (S.D.N.Y. Filed Oct. 
21, 2024) (allegations of freeriding on content to display genAI-created 
search results)



Some Risks Are Being Addressed…By Law and Regulation
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But Most Risks Remain and Are Generally Unresolved
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Perceived Risks for GenAI Use
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Risks Remain and Are Generally Unsolved… Hallucinations
“In 2018, George 
Clooney faced a 
health crisis when 
his colon exploded 
due to drug use. 
He fell into a coma 
and later disclosed 
that he was taking 
55 Vicodin pills a 
day along with 
methadone, 
Xanax, and a quart 
of vodka.”



Risks Remain and Are Generally Unsolved…Hallucinations

13

“He fell into a 
coma in 2018 
when his colon 
exploded due to 
drug use, and later 
revealed that he 
was taking 55 
Vicodin pills a day 
pills a day, as well 
as methadone, 
Xanax, and a quart 
of vodka.”
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Risks Remain and Are Generally Unsolved…Hallucinations

“…it does not 
necessarily reflect 
an ongoing drug 
problem…”

“…he appears to 
maintain control 
and awareness…”



Risks Remain and Are Generally Unsolved…Deepfakes 
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Agenda

GenAI Use in Sports

Negotiating GenAI License Agreements

A New Risk … and Opportunity

The Broader GenAI Picture: Areas for Business and Legal Collaboration

GenAI Company Due Diligence Considerations:
Private Equity/M&A/Investments and Commercial Deals 



A New Risk…and Opportunity
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A New Risk…and Opportunity
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We find that the indiscriminate 
use of model-generated 

content in training causes 
irreversible defects in resulting 

models, in which tails of the 
original content distribution 
disappear.  We refer to this 
effect as ‘model collapse’…
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A New Risk…and Opportunity
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Our results show that even the 
smallest fraction of synthetic 
data (e.g., as little as 1% of 

the total training dataset) can 
still lead to model collapse; 

larger and larger datasets do 
not enhance performance.



A New Risk…and Opportunity

21

Our findings indicate that if 
current LLM development 

trends continue, models will be 
trained on datasets roughly 
equal in size to the available 

stock of public human text data 
between 2026 and 2032, or 
slightly earlier if models are 

overtrained.



A New Risk…and Opportunity

22

There is a risk of “Model Collapse” in the foreseeable future.



A New Risk…and Opportunity
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Are the LLM providers worried about this?



A New Risk…and Opportunity
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Are the LLM providers worried about this?



A New Risk…and Opportunity
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So why is this an opportunity? The LLM Platforms Need Human-Created Content to Survive!



A New Risk…and Opportunity
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Is this an opportunity for your organization?



A New Risk…and Opportunity
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Gen AI Use in Sports
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AI in Sports – Generally 
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Example GenAI Use Cases in Sports
• GenAI tool creates recaps from event 

data and/or transcripts, and content is 
reviewed by a human editor.

• Each story discloses that it’s written 
by “ESPN Generative AI Services”.

• Possible future use of GenAI on 
ESPN’s future DTC product to create 
a personalized SportsCenter with 
GenAI-produced content and 
narration. 
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Example GenAI Use Cases in Sports
• TNF Amazon AI 

insights (e.g., 
defense 
vulnerabilities zones, 
blitz probability)

• “Defensive Alerts” 
feature uses 
predictive generative 
AI to dynamically 
generate predictions 
based on real-time 
player positions
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Example GenAI Use Cases in Sports

• “Catch Me Up” feature 
displays pre- and post-
match player cards with 
AI-generated player 
stories and analysis via 
wimbledon.com and the 
Wimbledon 2024 App. 

• Player cards were 
personalized based on 
user preferences and 
data such as their 
location and 
myWimbledon profile.
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Example GenAI Use Cases in Sports
• “Creating 150 unique 

stadiums and over 11,000 
player likenesses [for 
College Football 25] 
couldn’t be done without 
EA’s deep history of being 
a technology leader and by 
our incredibly passionate 
and talented teams 
harnessing the power of AI 
and machine learning.”
‒ “In any given year, [EA] will 

develop about 500 to 1,000 
star heads” for one of its 
sports games. As reported, 
the 11,000 likenesses 
represent the players 
featured in College 
Football 25 was a big 
challenge.
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Example GenAI Use Cases in Sports

• SportsVisio analyzes game 
footage and creates player stats 
and highlight reels

• Marketed in part specifically for 
player use (e.g., to create content 
from game footage of them using 
GenAI to post on social media).
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Example GenAI Use Cases in Sports
• Content analyzed, tagged and indexed

• GenAI creation of highlight reels, top plays, 
matchups and other edited content
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Example GenAI Use Cases in Sports
• Natural language generation from 

sports data

‒ Pre-Game Previews

‒ Pre, Live & Post-Game Insights

‒ Post-Game Recaps

‒ Evolving Player Bios

• “Opta Vision” GenAI and computer 
vision tool produces tracking data 
for players even when out-of-shot 
(off camera), enabling complete 
match tracking data for each player, 
and generates new data insights
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Example GenAI Use Cases in Sports

• Gamified fan 
engagement tools

• Personalized AI-
generated fan 
avatars for social 
engagement

• Rapidly produced 
video ads 

• AI-designed 
custom merch
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Example GenAI Use Cases in Sports
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Negotiating “GenAI License Agreements”

39



Negotiating GenAI License Agreements
• A “GenAI License Agreement” – Provides the right to use data or content in a GenAI application.

• Content: Every Agreement “may be” a GenAI License Agreement.

‒ Whether or not an agreement addresses GenAI expressly, “GenAI rights” are an issue.

‒ Existing Agreements: We have seen this “future technologies” issue before.

‒ Can existing agreements be interpreted to provide licensees with the right to use licensed 
content in GenAI applications?

‒ Plain language

‒ If not express, could they be read into a broader grant of rights (e.g., the right to create derivative 
works, the right to use subcontractors)?

‒ What was reasonably known at the time of the contract?

‒ Expressions of future intent (e.g., rights expanded by the phrase “now known or hereafter to become 
known”, holdback rights, rights of approval for new technologies, etc.)

‒ New Agreements: Consider addressing GenAI rights expressly

‒ Careful use of definitions/be aware of “now known or hereafter to become known.”
40



The Takeaways!
A. Important agreements should be reviewed. 

 Content Agreements:

• What GenAI rights have you granted or have you received? Do rights to use in-licensed 
content, media, data, etc. include the right to use the material in the context of GenAI?

• Do exclusivity provisions include or exclude those rights?
• How do the rights that have been granted relate to other third-party rights (e.g., NIL)?
• Are you indemnifying/Indemnified for GenAI uses?
• How do your covenants and representations relate to the GenAI uses? (e.g., re IP 

ownership)?

Other Agreements: 

• Do your business partners have the right to use your information in GenAI platforms? 
• Are your service providers using GenAI in providing service to you, and what are the 

implications?

B. Update Forms and Contracting Practices.
41



Case Study: How to leverage existing archives through GenAI

• Use of GenAI tools to mine an organization’s archive of historical 
documentation and enhance access to its knowledge base.
‒ There are many new GenAI products that are essentially wrappers atop of LLMs –adding a UI 

layer or other functionality and then sending calls to an LLM. 

• How to utilize this? Training? Fine-Tuning?
• Concerns:

‒ Confidentiality - Is the LLM being trained on documents or user interactions allowing others to 
access it through the LLM? Does any human have direct access? Would this breach third-
party confidentiality obligations?

‒ Intellectual Property

‒ Accuracy of output

‒ Implications of termination - will the LLM platform retain your information in some manner?

42



Retrieval Augmented Generation (RAG)

43

User

Domain Specific
 Dataset

Prompt Enhanced 
Prompt

Pre-trained and 
possibly fine-tuned 
GenAI Platform

Response

How can you get the benefit of Generative AI in these transactions while minimizing 
some of these risks? 

- Provides IP and Termination benefits (as opposed to Fine-Tuned or Trained Models).
- Allows citation to source authorities



GenAI Company Due Diligence Considerations:

M&A/Investments and Commercial Deals

44



Overview

• Potential of GenAI to reduce costs, increase efficiency, improve 
quality, deliver valuable insights, assist creativity and enable new 
content and data strategies drives demand for GenAI 
companies.

• What is a “GenAI company”? 

• Develops or offers a GenAI service; or

• Uses third-party GenAI as an integral part of its business 
functions, whether to generate content, communicate with 
customers, or otherwise
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Core Value for Buyers and Investors

• The big picture: Where is the core value in an AI service provider?

• Rights to data sets (including third-party licenses)

• Proprietary data collected by the company

• Proprietary models

• Key personnel

• Rights to use user inputs and outputs for training and other purposes 

• Compliance culture: today and readiness to adapt for the future

• Revenue streams and business models
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Due Diligence Inquiries

• In addition to typical due diligence issues relevant to software, SaaS and other tech 
companies, technical realities of GenAI raise unique considerations.

• Insights from representing:

‒ Investors, and financial and strategic buyers and sellers, in a wide range of financings and 
M&A, including complex carve-out transactions involving IP and AI technology assets. 

‒ Customers and service providers of AI and other tech in negotiating license and service 
agreements.

• Two related but distinct categories of diligence: 

‒ Diligence in investing in/buying a GenAI company, and

‒ Diligence in evaluating a GenAI company as a vendor or commercial partner. 
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Due Diligence Inquiries
• What type of GenAI is being offered/used? (Technical aspects may affect the analysis)

• Free vs. paid

• Shared infrastructure vs. dedicated instance for each enterprise customer

• Access through a GenAI provider’s user interface (like a web browser) vs. access through an application
programming interface (API)

• Ability to search the public Internet or otherwise access external databases (e.g., RAG)

• Sophistication of architecture

• Ability for user to train or fine-tune the GenAI model using custom/proprietary data sets

• Cloud hosted (SaaS) vs. locally deployed (licensed)

• Open source vs. proprietary

• Size and diversity of GenAI-provider’s training data set

• Key Personnel Dependencies

• Reputational Risk: What types of content controls are there to avoid inappropriate or
unlawful content and misuse?48



Due Diligence Inquiries

• Terms of Service / License / Subscription Agreement
• Foundational document, applies at scale across the customer base

• What level of variance/negotiability? Process to avoid deviations? 

• Negotiation playbook?

• What position is the company taking on key issues?
• Right to use prompts and outputs for company AI model training and other purposes

• Is the user given the option to opt out of the company’s use of user prompts and outputs?

• Commitments regarding confidentiality and cybersecurity

• Overcommitment re: non-infringement, accuracy, bias, quality, lawfulness or uptime SLAs?

• Risk allocations and limitations of liability
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Due Diligence Inquiries
• While market standards have started to emerge, there is not widespread consistency in the governing 

GenAI service terms and conditions, as different providers take different levels of risk. 

• Different tiers of service or products from the same GenAI provider may have different governing terms. 
E.g., consumer-facing vs. enterprise.

• Risk Allocations and Limitations of Liability – A Key Area of Variance

‒ What commitments is the service provider making on key issues (e.g., IP rights, confidentiality, data security)

‒ Indemnification: 
‒ IP infringement (with exceptions)?
‒ Breach of confidentiality or data security obligations?

‒ Limitation of Liability Carve-Outs:
‒ Indemnity?
‒ Breach of confidentiality or data security obligations?
‒ Uncapped, or supercap? 

‒ Disclaimers of representations and warranties (accuracy, errors, security, defects)
50



Due Diligence Inquiries

• Key Commercial Terms

‒ Longevity of customer contracts (term lock-in)

‒ Autorenewal? Who has a right to prevent renewal and with how much notice?

‒ Fee increases for renewal terms (Automatic? Any limitations?)

‒ Termination for convenience rights?

‒ Other GenAI risk-driven termination rights (e.g., model collapse, reputational issues, customer 
desire to avoid vendor lock-in as GenAI space rapidly evolves)?
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Due Diligence Inquiries
Intellectual Property

• Who owns the generative models? 

• What open source elements are there? Has the company released any of its models or tools on an open source basis?

• What patents, copyrights or trade secret rights does the company have in GenAI assets, and what IP protection is available for 
its models?

• What third-party dependencies are there?

• Evaluate infringement risk in training data and outputs and consider mitigation strategies

• Understand third-party data licenses (if applicable)

• Assess whether the company has been diligent in keeping track of where its training data comes from and complying with the 
governing terms (if any), and what steps the company takes to ascertain the quality of datasets used in training (completeness, 
consistency, accuracy and lack of bias).

• What rights does the GenAI provider have to user prompts and outputs?

• Does the company have protocols in place to avoid using GenAI to develop content that is intended to be proprietary in a 
manner that renders it not “ownable” due to GenAI use?
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Due Diligence Inquiries

Compliance with Current and Future Laws and Regulations
• Evolution of the law tends to lag behind cutting edge technologies. Need to understand current 

landscape and anticipate future

• How is the company positioning itself for compliance with future laws and industry standards 
applicable to AI?

• Consider, for example:

• Privacy laws

• Industry-specific laws and regulations

• Employment laws

• EU regulations

• How is the company addressing the risk of biases potentially resulting in violations of law (e.g., 
with respect to employment discrimination)?
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Due Diligence Inquiries
• Have concerns that are top of mind for the public and regulators been taken into 

account?

• Potential for outputs to influence human behavior in undesirable ways

• Discrimination through bias

• Exploitation of vulnerable groups

• “Social scoring” by public authorities

• Biometric identification and profiling

• In the US, AI-specific regulations emerging, mostly targeting specific use cases:

• New York City regulations regarding AI-driven hiring tools

• California, Colorado, Virginia and Connecticut privacy laws address AI processing 
of personal information and opt outs from automated decision-making tech
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Due Diligence Inquiries

• Long term outlook: Preparations for compliance with evolving regimes

• EU AI Act = sliding scale of restrictions

• Extra-territorial effect – US entities are unlikely to avoid it

• With approval of the EU AI Act and more and more bills being debated and passed 
by state legislatures in the US, one should assume that the regulatory burden on AI 
targets will increase = exposure and cost

• Diligence to evidence compliance preparation = avoids re-engineering/return impact 
and avoids “cutting corners” risk
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Due Diligence Inquiries
• Additional Considerations for Evaluating a Target Company That Uses GenAI

• What policies and mitigation measures are they putting in place to guard against the risks?

• Ascertain which AI solutions the company uses, and for what purposes, and evaluate Terms of Service / License 
/ Subscription Agreements from customer perspective

• What is the nature of information that the company is including in GenAI prompts?

• Data security and cybersecurity considerations (e.g., how is the data stored and where?)

• Service provider-hosted or customer hosted?

• Is the company training the model using its proprietary data?

• What are legal grounds for target to be exposed to liability? What mitigations?

• Is protectable ownership of output important? If so, how are they ensuring that use of GenAI does not jeopardize 
their proprietary rights?

• How is the company addressing the risk of biases potentially resulting in violations of law (e.g., with respect to 
employment discrimination)?
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GenAI-Specific Representations and Warranties
In addition to typical intellectual property, privacy and cybersecurity representations and 
warranties, GenAI-specific issues can be targeted with:

• For companies that use GenAI, the following representations and warranties:
‒ The company uses all AI technologies in compliance with their applicable license terms and 

agreements and any applicable laws. 

‒ The company has not included any confidential or personal information in any prompts or inputs into 
any AI technologies, except in cases where the AI does not use any of it to train or improve, and it is 
not used to benefit any third party.

‒ The company has not used AI to develop IP in any manner that adversely affects the company’s 
ownership of rights in it, unless the company does not intend for it to be proprietary. 

‒ The company has implemented reasonable governance and taken reasonable steps designed to 
ensure that AI Technologies are used in a responsible and legally compliant manner (e.g., policy and 
trainings).  
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GenAI-Specific Representations and Warranties

• In the context of an investment into, or acquisition of, a company that owns or has 
developed any GenAI technology, in addition to the items on the previous slide, 
reps/warranties that:
‒ The company: 

‒ (a) has ensured that the training procedures for the AI technology are documented and 
reproducible in a manner consistent with industry standard procedures, 

‒ (b) maintains a complete and accurate log of the sources of all training data, and 

‒ (c) maintains a technical description of any neural networks used in or with such AI technology 
(including a description of the learning rates selected for each such neural network) that is a 
sufficiently detailed, in each case so that, provided the same training data, source code, and 
metadata are available, the neural network can be retrained, debugged and modified from time to 
time by programmers skilled in the development of AI technologies.
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The Broader GenAI Picture: 

Areas for Business and Legal Collaboration
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Private Equity

Private Capital

Sports
Media & Entertainment

Health Care

Financial Services

Consumer

Hospitality, Gaming & Leisure 

Real Estate 

Business and technology are intrinsically connected.    

As the pace of technological advancements accelerates, 
presenting new opportunities and challenges, Proskauer 
continues its long history of helping clients navigate tech 
implications while making investments, launching 
products and services, negotiating agreements, 
resolving disputes and leveraging new tools.

We provide extensive technical and legal expertise, as 
well as timely market insights, across the full range of 
tech-related matters – from established technologies to 
pioneering at the frontiers – throughout all practice 
areas of our full-service platform.

Proskauer provides innovative, commercial and legal 
solutions to your rapidly evolving tech-related needs to 
help you stay ahead.



GenAI Areas for Business and Legal Collaboration

• Private Equity, Venture Capital and Strategic M&A 
Transactions 

• Due Diligence on GenAI Companies, Products and 
Services 

• Customer Agreements with GenAI Providers 

• Data and Content License Agreements with GenAI 
Companies

• Player Consents and Licenses: Biometric and Other 
Data; Name, Image and Likeness (NIL)

• Sponsorship Deals

• Commercial Partnerships and Technology 
Integrations

• Development, Implementation and 
Commercialization of GenAI-Based Solutions

• Joint Ventures

• GenAI Policies and Strategy

• Training re: GenAI risks, legal considerations and 
strategies

• Tool and Use-Case Analysis and Advice

• Compliance with AI-Specific Laws (e.g., AI 
regulations, employment laws re: AI-based hiring 
decisions, etc.)

• Privacy Law Compliance and Personal Data 
Strategy

• Intersection of GenAI and Digital Assets (e.g., NFTs)

• Intellectual Property Advice, Strategy and Litigation

• Litigation (e.g., unlawful use of IP in GenAI training 
or content production).
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Questions?
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Introduction

• During this program, we will consider the uses for AI, generative and 
otherwise, in the delivery of legal services. 

• While AI may eventually transform the practice of law, we believe that the 
current state of the technology and governing ethical rules presently inhibits 
practical widespread adoption (at least from our conservative perspective).  

• But change is coming – perhaps sooner than we expect.  

• This program will review our current ability to use AI for legal purposes and 
propose concrete steps that we can take now to prepare ourselves for broader 
future adoption.
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Agenda

• Overview of AI and Its Use in the Practice of Law;
• Discussion of Lawyers’ Fundamental Ethical Duties;
• Review of Prior Ethical Guidance to See How it Might Inform Future Ethical 

Development;
• Overview of Current AI-Specific Ethical Rules; and
• Practical Tips for Using AI Specific to the Legal Profession.
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There are many different types of AI
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Use of AI in Legal
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Use of AI in Legal (cont.)
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Use of AI in Legal (cont.)



Generative AI
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Where does Generative AI fall?

• Gen AI is a form of Natural 
Language Processing.

• Large Language Models are 
the newest iteration of Natural 
Language Processing.

• Generative AI is the most 
advanced version of Natural 
Language Processing.
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What Functionality Do Gen AI Products Offer
Summarize large amounts of material quickly and deliver summaries in various formats
•Deposition summaries
•Expert witness reports

Summarizing

Draft quasi-bespoke content from short, natural-language prompts
•Memos and communications
•Presentations
•Work product

Drafting

Conduct factual and legal research
•Factual research – the universe of data comes from publicly-available sources (i.e. the internet)
•Legal research – legal-specific products 

Research

Develop content when the user is unsure where to start
•Deposition outline creation
•Contract drafting

Content Development

Extract data points from large documents
•Due diligence
•Data collection for market intelligence

Extraction

Compare many documents at once and describe the differences are and their impacts
•Compliance review
•Opposition filings analysis

Comparison
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A Lawyers’ Roadmap for Gen AI Adoption

• Whether and how an AI tool can be incorporated into a legal practice depends 
in part on the data that you plan to use with the tool. 

• When client data is not used, the lawyer is similarly situated to every other 
business, and can generally use the tool, subject to the same concerns that a 
business will manage (bias, hallucinations, confidentiality, etc.) 

• Once you start incorporating client data into the mix, the use of Gen AI is more 
directly governed by legal ethics rules, which imposes additional 
considerations above and beyond those addressed by business adopters. 

• And if you want to use client data for the benefit of others things get very 
complicated (and problematic).
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AI in Legal Practice: When things go wrong…
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AI in Legal Practice: When things go wrong… (cont.)

• In June 2023, a New York federal judge sanctioned two personal injury 
attorneys for submitting a brief written by artificial intelligence that cited 
nonexistent case law.

• In a 43-page order, the court found the lawyers “abandoned their 
responsibilities” to check their work, and their behavior rose to “bad faith” 
when they then waited weeks to finally come clean about the embarrassing 
episode. 

• The judge directed the attorneys to submit a letter to their client explaining 
what happened and including a copy of the order, as well as a transcript of an 
earlier hearing in which he berated the two attorneys.
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Law Firms Are Conservative in Adopting AI Products

• The legal industry, and particularly the law firm, often lags behind in adopting 
emerging technologies because of the ethical considerations that arise due to 
their added layer of professional responsibility. 

• Lawyers have a multitude of rules of professional responsibility which they 
must follow, including those governing an attorney’s duty to:

Be competent 
Communicate with clients 
Charge a reasonable fee 
Maintain confidentiality 
Supervise nonlawyer assistance
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The Duty of Competence

• Under Model Rule 1.1, attorneys must represent their clients competently. 
The ABA amended this rule in 2012 to emphasize that the duty of competence 
requires that an attorney have a reasonable understanding of the benefits and 
risks associated with relevant technology.

• To fulfill this obligation, attorneys must keep abreast of changes in the law and 
legal practice, including how technology like AI affects their provision of legal 
services to their clients (see Comment 8 to Model Rule 1.1).
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The Duty to Communicate with Clients

• Under Model Rule 1.4, as part of their duty to communicate with their clients, 
attorneys must reasonably consult with them about how they intend to 
accomplish the client's objectives.

• To comply with Model Rule 1.4, an attorney providing legal services should:
‒ promptly inform the client of any decision or circumstance with respect to which the 

client’s informed consent is required;
‒ keep the client reasonably informed about the status of the matter;
‒ promptly comply with reasonable requests for information; and
‒ consult with the client about any relevant limitation on the lawyer’s conduct when the 

lawyer knows that the client expects assistance not permitted by the Rules of Professional 
Conduct or other law.
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The Duty to Charge a Reasonable Fee

• Under Model Rule 1.5, attorneys cannot charge an unreasonable fee or 
collect an unreasonable amount for expenses.

• There are several factors to consider when determining whether a fee or 
expense is reasonable, including:
‒ The time and labor required to complete the legal service.
‒ The novelty and difficulty of the questions involved.
‒ The skill needed to properly perform the legal service.
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The Duty to Maintain Confidentiality

• Under Model Rule 1.6, attorneys must not disclose their clients' confidential 
information unless:
‒ They have received their clients' informed consent.
‒ Disclosure is impliedly authorized.
‒ Disclosure is otherwise permitted. For example, a court orders disclosure of the 

information.
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The Duty to Supervise Nonlawyer Assistance

• Under Model Rule 5.3(b), an attorney with supervisory authority over a 
nonlawyer has a duty to make reasonable efforts to ensure that the 
nonlawyer's conduct is compatible with the attorney's professional obligations. 

• In the past, a nonlawyer under this rule meant a person. However, in 2012, 
the ABA amended this rule's title from "Responsibilities Regarding Nonlawyer 
Assistants" to "Responsibilities Regarding Nonlawyer Assistance."

• As a result of this title change, the definition of nonlawyer assistance under 
Model Rule 5.3 has expanded to include outside service providers and 
technology services.
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Ethics and Prior Disruptive Technologies

October 30, 202483

• Since the dawn of time, lawyers have 
re-used work product for multiple clients.

• And AI is not the first emerging disruptive 
technology that the legal industry has 
confronted, and eventually embraced. 

• A review of how the ethics rules 
addressed these longstanding practices 
allows us to predict how the rules should 
evolve to cover use of AI.
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Ethics and Prior Disruptive Technologies (cont.)

• A survey of the Model Rules and related ethics opinions strongly suggests 
that attorneys are free to reuse their work product as long as they pass the 
cost savings of their prior work onto the subsequent client(s).

October 30, 202484 Navigating AI Legal Ethics



Prior Guidance: E-Mail

• In 1998, the New York State Bar Association issued Ethics Opinion No. 709 
approving, among other things, the “use of internet e-mail” in the practice of 
law. 
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That opinion ultimately “conclude[d] that lawyers may in 
ordinary circumstances utilize unencrypted Internet 
se-mail to transmit confidential information without 
breaching their duties of confidentiality under Canon 4 to 
their clients, as the technology is in use today.”



Prior Guidance: E-Mail (cont.)

• The American Bar Association reached a similar conclusion in 1999, 
concluding:
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“Lawyers have a reasonable expectation of privacy in 
communications made by all forms of e-mail, including 
unencrypted e-mail sent on the Internet, despite some 
risk of interception and disclosure.  It therefore follows 
that its use is consistent with the duty under Rule 1.6 to 
use reasonable means to maintain the confidentiality of 
information relating to a client’s representation.” 



Prior Guidance: Advertising Supported E-mail

• In 2008, the NYSBA issued an ethics opinion alloying attorneys to use 
commercial e-mail platforms (i.e., Gmail, Yahoo! Mail) where those service 
providers scan e-mail traffic and display targeted advertisements. 
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“A lawyer may use an e-mail service provider that 
conducts computer scans of e-mails to generate 
computer advertising, where the e-mails are not 
reviewed by or provided to other individuals.” 



Prior Guidance:  Cyber Security

• In 2017, in light of evolving data security threats, the ABA revised its earlier 
opinion, emphasizing that a lawyer has a duty to communicate with a client 
about the nature and method of electronic communications when transmitting 
highly sensitive information:
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Prior Guidance: The Cloud

• In 2010, the NYSBA issued an ethics opinion approving an attorney’s use of 
an online systems to store client confidential information, provided that 
attorneys “take[] reasonable care to ensure that confidentiality will be 
maintained in a manner consistent with the lawyer’s obligations under Rule 
1.6.”
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Again, the NYSBA recommended “[l]awyers using online 
storage systems (and electronic means of 
communication generally) should monitor these legal 
developments, especially regarding instances when 
using technology may waive an otherwise applicable 
privilege.”



Prior Guidance: The Cloud (cont.)

• In 2012, the State Bar of California issued an ethics opinion setting forth 
ground rules governing the use of technology in virtual law offices (i.e., 
operating on the cloud). 
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The bar association suggested that attorneys “should 
consider whether her ethical obligations require that she 
make appropriate disclosures and obtain the client’s 
consent to the fact that an outside vendor is providing the 
technological base of Attorney’s law firm, and that, as a 
result, the outside vendor will be receiving and exclusively 
storing the client’s confidential information.”



Takeaways from Prior Guidance

The integration of e-mail and cloud storage into the legal profession teaches us 
that, when faced with new technologies, legal ethicists are primarily concerned 
with:

1. Maintaining the confidentiality of client data; and
2. Only using the tool with the informed consent of the client;
3. Charging only appropriate fees; and 
4. Reminding attorneys of their continuing obligation to stay abreast of 

technological developments impacting their practice.
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Bar Associations Have Begun to Tackle AI

• There is a growing trend of Bar 
Associations issuing AI-specific ethics 
opinions.

• At least the following state bars have 
weighed in on attorneys’ ethical use 
of GAI:
‒ California,
‒ Florida,
‒ Kentucky
‒ New Jersey,
‒ New York,
‒ Pennsylvania, and 
‒ West Virginia
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The American Bar Association has also 
weighed in with a formal ethics opinion entitled 
“Generative Artificial Intelligence Tools.”



California – “Practical Guidance for the Use of GAI”

• On November 16, 2023, the State 
Bar of California issued ”Practical 
Guidance on the Use of 
Generative AI in the Practice 
sof Law.”
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State Bar of California, Practical Guidance for the Use of Generative Artificial 
Intelligence in the Practice of Law (Nov. 16, 2023)

https://www.calbar.ca.gov/Portals/0/documents/ethics/Generative-AI-Practical-Guidance.pdf
https://www.calbar.ca.gov/Portals/0/documents/ethics/Generative-AI-Practical-Guidance.pdf


California – “Practical Guidance for the Use of GAI” (cont.)

• Duty of Confidentiality: 

‒ “A lawyer must not input any confidential information of the  client into any generative AI 
solution that lacks adequate  confidentiality and security protections.”

‒ “A lawyer or law firm should consult with IT professionals or cybersecurity experts to 
ensure that any AI system in which a lawyer would input confidential client information 
adheres to  stringent security, confidentiality, and data retention protocols.”
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State Bar of California, Practical Guidance for the Use of Generative Artificial Intelligence in the Practice of Law (Nov. 16, 2023)

https://www.calbar.ca.gov/Portals/0/documents/ethics/Generative-AI-Practical-Guidance.pdf


California – “Practical Guidance for the Use of GAI” (cont.)

• Duty to Supervise:

‒ “Managerial and supervisory lawyers should establish clear policies regarding the 
permissible uses of generative AI and  make reasonable efforts to ensure that the firm 
adopts  measures that give reasonable assurance that the firm’s  lawyers and non 
lawyers’ conduct complies with their  professional obligations when using generative AI. 

‒ This includes providing training on the ethical and practical  aspects, and pitfalls, of any 
generative AI use”
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State Bar of California, Practical Guidance for the Use of Generative Artificial Intelligence in the Practice of Law (Nov. 16, 2023)

https://www.calbar.ca.gov/Portals/0/documents/ethics/Generative-AI-Practical-Guidance.pdf


California – “Practical Guidance for the Use of GAI” (cont.)

• Duties of Competence and Diligence:

‒ “It is possible that generative AI outputs could include information that is false, inaccurate, 
or biased.”

‒ A lawyer must ensure competent use of the technology, including the associated benefits 
and risks, and apply diligence and prudence with respect to facts and law.”
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State Bar of California, Practical Guidance for the Use of Generative Artificial Intelligence in the Practice of Law (Nov. 16, 2023)

https://www.calbar.ca.gov/Portals/0/documents/ethics/Generative-AI-Practical-Guidance.pdf


Florida – Ethics Opinion 24-1

• On January 19, 2024, the Florida Bar Association's Board of Governors’ Review Committee on Professional 
Ethics issued Proposed Advisory Opinion (PAO) 24-1.

October 30, 202497 Navigating AI Legal Ethics

Florida Bar Ethics Opinion 24-1 (Jan. 19, 2024)

https://www.floridabar.org/etopinions/opinion-24-1/%23:%7E:text=Lawyers%2520may%2520use%2520generative%2520artificial,applicable%2520restrictions%2520on%2520lawyer%2520advertising.


Florida – Ethics Opinion 24-1 (cont.)

• Duty of Confidentiality:

‒ “When using a third-party generative AI program, lawyers must sufficiently understand  
the technology to satisfy their ethical obligations. 

‒ For generative AI, this specifically includes  knowledge of whether the program is ‘self-
learning.’  A generative AI that is ‘self-learning’  continues to develop its responses as it 
receives additional inputs and adds those inputs to its  existing parameters. 

‒ Use of a ‘self-learning’ generative AI raises the  possibility that a client’s information may 
be stored within the program and revealed in response  to future inquiries by third 
parties.”
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Florida Bar Ethics Opinion 24-1 (Jan. 19, 2024)

https://www.floridabar.org/etopinions/opinion-24-1/%23:%7E:text=Lawyers%2520may%2520use%2520generative%2520artificial,applicable%2520restrictions%2520on%2520lawyer%2520advertising.


Florida – Ethics Opinion 24-1 (cont.)

• Duty of Oversight:

‒ “[J]ust as a lawyer must make reasonable efforts to ensure that a law firm has policies to 
reasonably assure that the conduct of a nonlawyer assistant is compatible with the 
lawyer’s own professional obligations, a lawyer must do the same for generative AI. 
Lawyers who rely on generative AI for research, drafting, communication, and client intake 
risk many of the same perils as those who have relied on inexperienced or overconfident 
nonlawyer assistants … 

‒ [A] lawyer must review the work product of a generative AI in situations similar to those 
requiring review of the work of nonlawyer assistants such as paralegals. Lawyers are 
ultimately responsible for the work product that they create regardless of whether that 
work product was originally drafted or researched by a nonlawyer or generative AI.”
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Florida Bar Ethics Opinion 24-1 (Jan. 19, 2024)

https://www.floridabar.org/etopinions/opinion-24-1/%23:%7E:text=Lawyers%2520may%2520use%2520generative%2520artificial,applicable%2520restrictions%2520on%2520lawyer%2520advertising.


Florida – Ethics Opinion 24-1 (cont.)

• Legal Fees:

‒ “Regarding fees, a lawyer may not ethically engage in any billing practices that duplicate 
charges or that falsely inflate the lawyer’s billable hours. Though generative AI programs 
may make a lawyer’s work more efficient, this increase in efficiency must not result in 
falsely inflated  claims of time. In the alternative, lawyers may want to consider adopting 
contingent fee  arrangements or flat billing rates for specific services so that the benefits 
of increased efficiency accrue to the lawyer and client alike.”
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Florida Bar Ethics Opinion 24-1 (Jan. 19, 2024)

https://www.floridabar.org/etopinions/opinion-24-1/%23:%7E:text=Lawyers%2520may%2520use%2520generative%2520artificial,applicable%2520restrictions%2520on%2520lawyer%2520advertising.


Kentucky – Ethics Opinion KBA E-457

• On March 15, 2024, the 
Kentucky Bar Association 
published Ethics Opinion 
KBE E-457.
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Kentucky Bar Association, Ethics Opinion KBA E-457 (March 15, 2024).

https://cdn.ymaws.com/www.kybar.org/resource/resmgr/ethics_opinions_(part_2)_/kbae457artificialintelligenc.pdf


Kentucky – Ethics Opinion KBA E-457 (cont.)

October 30, 2024102

• Duty of Competence:

‒ “There are many AI resources now available to the lawyer, and there is much discussion 
about what AI resources are on the horizon, therefore, as AI tools become more refined, 
and their use in the legal profession becomes more widespread, lawyers need to be 
aware that not using an available AI tool may constitute a failure to meet the lawyer’s duty 
of attaining and maintaining competence under Rule 1.1.

‒ For example, legal research may be more comprehensive using an AI-generated function 
of computer research programs. At the same time, understanding how AI works, (a) may 
enable an attorney to better respond to an opponent’s arguments or theories, or (b) better 
analyze the evidence presented by the attorney’s adversary. In essence, the rapid 
development of AI poses challenges for attorneys to continuously update their knowledge 
base in order to maintain their competence.”
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Kentucky – Ethics Opinion KBA E-457 (cont.)
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• Duty to Supervise:

‒ Cites to Florida Ethics Opinion 24-1: 

‒ “A lawyer must review the work product of a generative AI in situations similar to those 
requiring review of the work of nonlawyer assistants such as paralegals. 

‒ Lawyers  are ultimately responsible for the work product that they create regardless of whether  
that work product was originally drafted or researched by a nonlawyer or generative AI.”
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New York – Task Force Report

• In April 2024, the New York State 
Bar Association Task Force on 
Artificial Intelligence issued 
Report and Recommendations.
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Report and Recommendations of the New York State Bar Association Task Force 
on Artificial Intelligence (April 6, 2024).



New York – Task Force Report (cont.)
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• Duty of Confidentiality:

‒ “Confidentiality concerns arise when entering information into AI  engines, such as 
chatbots, and when such entries are then added to the training set for the AI.

‒ [T]he California bar association recommends that lawyers inform their clients if  
generative AI tools will be used as part of their representation. 

‒ The Florida bar association takes  its recommendation a step further, suggesting that 
lawyers obtain informed consent before utilizing  such tools. 

‒ Whether an attorney informs the client or obtains formal consent, the ethical obligation  to 
protect client data remains unchanged from the introduction of generative AI tools.”
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Florida Bar Ethics Opinion 24-1 (Jan. 19, 2024)



New York – Task Force Report (cont.)
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• Duty to Supervise:

‒ “’[N]on-lawyers’ includes non-human entities, such as artificial intelligence technologies. 

‒ As infamously demonstrated in the Avianca case, in which an attorney utilized ChatGPT 
(a generative AI tool) to write a brief that contained fictitious legal precedent, attorneys 
cannot rely on technology without verification.”
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New York – Task Force Report (cont.)
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• Duty of Competence:

‒ “[K]eeping abreast of ‘the benefits and risks associated with technology the lawyer uses to 
provide services to clients’ is an element of competency …

‒ The need for more education, training and proficiency with the technology is apparent.

‒ In addition to competence, attorneys must resist viewing these tools through a techno-
solutionism lens.  ‘Techno-solutionism’ is the belief that every social, political and access  
problem has a solution based in development of new technology. 

‒ In this case, some view generative AI as the solution to the access to justice problem.”
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New Jersey – Task Force Report

• In May 2024, the New Jersey 
State Bar Association Task Force 
on Artificial Intelligence and the 
Law authored “Report, Requests, 
Recommendations, and Findings”
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New Jersey State Bar Association, Task Force on Artificial Intelligence (AI) and 
the Law: Report, Requests, Recommendations, and Findings (May 2024).

https://njsba.com/wp-content/uploads/2024/05/NJSBA-TASK-FORCE-ON-AI-AND-THE-LAW-REPORT-final.pdf
https://njsba.com/wp-content/uploads/2024/05/NJSBA-TASK-FORCE-ON-AI-AND-THE-LAW-REPORT-final.pdf


New Jersey – Task Force Report (cont.)
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• Duty of Confidentiality:

‒ “When evaluating AI tools and services, it is essential to identify and document how data, 
especially client data, is transmitted, used and stored by the AI to ensure its  
confidentiality.  

‒ This information should guide the assessment of whether a particular AI  tool is suitable 
for its intended use.”

Florida Bar Ethics Opinion 24-1 (Jan. 19, 2024)



New Jersey – Task Force Report (cont.)

• Duty of Oversight:
‒ “All law firms should adopt an organizational AI policy with a risk assessment framework
‒ Legal professionals must understand that education, knowledge and guidance are 

necessary to operate AI tools safely and ethically in a legal setting.”
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New Jersey State Bar Association, Task Force on Artificial Intelligence (AI) and the Law: Report, Requests, Recommendations, and Findings (May 2024).s

https://njsba.com/wp-content/uploads/2024/05/NJSBA-TASK-FORCE-ON-AI-AND-THE-LAW-REPORT-final.pdf


New Jersey – Task Force Report (cont.)

• Duty of Competence:
‒ “When considering the adoption of legal-specific AI tools, it's essential to scrutinize the 

vendor's handling of data, security measures and compliance with relevant legal and 
ethical standards. Additionally, understanding the tool's intended use, risks, limitations 
and potential biases is vital to ensuring its appropriate use and upholding the integrity of 
the work produced using the AI tools.”
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New Jersey State Bar Association, Task Force on Artificial Intelligence (AI) and the Law: Report, Requests, Recommendations, and Findings (May 2024).s

https://njsba.com/wp-content/uploads/2024/05/NJSBA-TASK-FORCE-ON-AI-AND-THE-LAW-REPORT-final.pdf


Pennsylvania – Formal Opinion 2024-200

• In June 2024, the Pennsylvania 
Bar Association and Philadelphia 
Bar Association issued Joint 
Formal Opinion 2024-200.
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Pennsylvania Bar Association and Philadelphia Bar Association, Joint Formal 
Opinion 2024-200 (Ethical Issues Regarding the Use of Artificial Intelligence) 
(June 2024).

https://www.pabar.org/Members/catalogs/Ethics%2520Opinions/Formal/Joint%2520Formal%2520Opinion%25202024-200.pdf
https://www.pabar.org/Members/catalogs/Ethics%2520Opinions/Formal/Joint%2520Formal%2520Opinion%25202024-200.pdf
https://www.pabar.org/Members/catalogs/Ethics%2520Opinions/Formal/Joint%2520Formal%2520Opinion%25202024-200.pdf


Pennsylvania – Formal Opinion 2024-200 (cont.)
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• Duty of Confidentiality:

‒ “Lawyers must safeguard information relating to the  representation of a client and ensure 
that AI systems handling confidential data (1) adhere to strict confidentiality measures, 
and (2) confidential data will not be shared with other clients or others not protected by 
the attorney-client privilege”.
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Pennsylvania – Formal Opinion 2024-200 (cont.)

October 30, 2024114

• Duty to Supervise:

‒ “Lawyers must be vigilant against the misuse of AI-generated content, ensuring it is not 
used to deceive or manipulate legal processes, evidence, or outcomes.”

‒ “[S]ome firms are implementing internal policies on whether a lawyer can use AI (and 
programs such as ChatGPT) when creating pleadings or other documents  that may 
contain sensitive client information.”
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Pennsylvania – Formal Opinion 2024-200 (cont.)
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• Duty of Competence:

‒ “[I]f a lawyer chooses to use AI or any other technology, the lawyer has the responsibility 
to (1) understand the technology and how it works, (2) understand the benefits of the 
technology, (3) understand the risks of the technology, (4) check and verify all citations 
and the material cited, and (5) especially in cases where the benefits outweigh the risks, 
have an obligation to educate the  client and seek their informed consent to use the 
technology.”
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West Virginia – Ethics Opinion 24-01

• In June 2024, West Virginia 
Lawyer Disciplinary Board 
published Legal Ethics Opinion 
24-01.
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West Virginia Bar Association, Legal Ethics Opinion 24-01 (2024).s

https://storage.googleapis.com/msgsndr/Rgd68xOkcVdteTsBkf6O/media/667ac9c219bb7a1f7a4df4c2.pdf


West Virginia – Ethics Opinion 24-01 (cont.) 
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• Duty of Confidentiality:

‒ “[L]awyers must take proper steps to ensure that their clients' information is safeguarded.  
To minimize the risks of using generative AI that utilizes client information, a lawyer should 
discuss the confidentiality safeguards used by the providers.  A lawyer should further 
inquire about what type of information is going to be provided, how the information will be 
stored, what security measures are in place with respect to the storage of the information, 
and who is going to have access to the information.”



West Virginia – Ethics Opinion 24-01 (cont.) 
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• Duty to Supervise:

‒ “One of the biggest risks associated with a lawyer's use of generative AI is overestimating 
the capabilities of the software or accepting the Al's work product on its face as credible.  

‒ Lawyers have a duty to make sure the work product produced by AI is accurate and 
complete. 

‒ Lawyers should view AI at best as a secondary source and should never be relied upon 
as the primary source itself.”
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West Virginia – Ethics Opinion 24-01 (cont.) 
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• Duty of Competence:

‒ “Lawyers may incorporate AI tools into their practices but must do so without 
compromising the competent representation of their clients. 

‒ AI can be an effective tool in a lawyer's arsenal, but the unsupervised use of AI can have 
catastrophic results. To ensure competent representation, lawyers should have a basic 
understanding of the AI programs that may best benefit their clients and their practice. 

‒ AI programs are still machine-based and do not have the same level of understanding 
and judgment as a human lawyer when it comes to interpreting the nuance of legal 
principles and precedent.”
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ABA - Formal Opinion 512

• On July 29, 2024, the ABA 
issued Formal Opinion 512.  

• The opinion points out potential 
ethical pitfalls that arise out of the 
use of a GAI tool and provides 
some guidance on how to avoid 
those pitfalls.

• It highlights many of the same 
ethical rules as the previous 
guidance, opinions, and reports, 
but from a different perspective.
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ABA - Formal Opinion 512 (cont.)

• On the duty of competence, the opinion notes that:
“To competently use a GAI tool in a client representation, lawyers need not become GAI 
experts.  Rather, lawyers must have a reasonable understanding of the capabilities and 
limitations of the specific GAI technology that the lawyer might use 
…
While GAI may be used as a springboard or foundation for legal work—for example, by 
generating an analysis on which a lawyer bases legal advice, or by generating a draft from 
which a lawyer produces a legal document—lawyers may not abdicate their 
responsibilities by relying solely on a GAI tool to perform tasks that call for the exercise of 
professional judgment 
…
Competent representation presupposes that lawyers will exercise the requisite level of skill 
and judgment regarding all legal work.”
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ABA - Formal Opinion 512 (cont.)
• The opinion stresses the duty 

to protect client confidentiality 
when using GenAI and what it 
terms “self-learning” GenAI, 
highlighting the need for 
rigorous risk assessments 
and, in some cases, informed 
client consent. 

• It highlights that, at a 
minimum, lawyers should 
read and understand the 
Terms of Use, privacy policy, 
and related contractual terms 
of any GenAI tool they intend 
to use or consult with 
someone who has.
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ABA - Formal Opinion 512 (cont.)

• On the duty to supervise, the opinion notes that lawyers are responsible for 
supervising and controlling the use of GAI tools by their staff and within their 
firms. 

• This includes ensuring that GAI tools are used appropriately and that data 
handling practices align with ethical and legal requirements. 

• It emphasizes that lawyers must establish policies and training, and make 
“reasonable efforts” to ensure that they are followed. The opinion extends 
this as a recommendation for all vendor management.
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ABA - Formal Opinion 512 (cont.)

• Finally, the opinion raises potential effects that GAI tools may have on the 
reasonableness of fees charged. 

• Even if the lawyer charges a flat fee, if the use of a GAI tool avoids all or 
nearly all work, the fee may be unreasonable
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Many of the Ethics Opinions Assume that AI is “Self Learning”

• “Self-learning GAI tools into which lawyers input 
information relating to the representation, by their 
very nature, raise the risk that information 
relating to one client’s representation may be 
disclosed improperly, even if the tool is used 
exclusively by lawyers at the same firm.” 
– ABA

• “Use of a ‘self-learning’ generative AI raises the 
possibility that a client’s information 
may be stored within the program and revealed 
in response to future inquiries by third parties.” 
– FL Bar

October 30, 2024125 Navigating AI Legal Ethics



AI-Specific Ethics Guidance: Unnecessary Barriers to Adoption

• Far from aligning with prior guidance, the 
new guidance generally imposes sweeping, 
one-size-fits-all restrictions on AI use that 
make widespread adoption slow and difficult.  

• Barriers to adoption appear to be tied to 
misunderstandings about the technical 
functionality of AI.  

• Not all gen-AI tools are self learning.  And 
even self-learning Gen AI tools can 
sometimes be contractually restricted.
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ChatGPT Enterprise vs. Free Version for Individual Users

• ChatGPT Enterprise
‒ You own and control your business 

data in ChatGPT Enterprise. 
‒ ChatGPT does not train on your 

business data or conversations.
‒ ChatGPT models don’t learn from 

your usage.

• ChatGPT Individual User
‒ ChatGPT may use input and output 

content to provide, maintain, develop, 
and improve their services, comply with 
applicable law, enforce their terms and 
policies, and keep their services safe. 

‒ If you do not want ChatGPT to use your 
content to train their models, you can opt 
out. 

‒ However, in some cases, opting out may 
limit the ability of their services to better 
address your specific use case.
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Not All AI Tools are the Same

• AI tools may not be fundamentally different from other widely used technology tools when it comes to 
clients’ confidential information. 

• A lawyer’s use of AI to assist in drafting may not be different than the use of an associate or of legal 
editing software.

• No matter how the draft was prepared, the lawyer is ultimately responsible for its contents. When a 
lawyer submits a filing with fictitious or erroneous citations, the fault is the lawyer’s, not the technology’s.
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Practical Tips: How Do We Use AI Ethically?

• Policies
• Contracting
• Consent 
• Anonymization
• Training
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A Policy Should Say When Use of GAI Tools is Permissible

1. Check the client’s outside counsel guidelines for generative AI prohibitions
2. Seek client consent via email
3. Provide clients the opportunity to be connected with SMEs and technical 

teams if they have questions about the tool or pilot
4. Look to redact/anonymize any unnecessary client information that is not 

necessary for the tools use
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Elements of GAI Policies 

• Use of GAI should be governed by a policy.
• Before using GAI, lawyers should complete training about the risks attendant with GAI and 

have acknowledged the policy. The training includes ways to use GAI in a manner to avoid 
risks.
‒ Confidentiality and privacy

‒ Not input any content that could be considered the confidential, sensitive or proprietary content
‒ Not input personal data  
‒ Discard outputs containing personal data
‒ Switch off training option

‒ Inaccuracy and bias
‒ Use only as a research tool or starting point
‒ Evaluate all outputs
‒ Design inputs to be clear and specific 
‒ Not use output for HR or personnel decisions

‒ Intellectual property
‒ Not submit inputs that encourage creation of infringing outputs

‒ “in the style of X” or “that looks like Y”
‒ Not use outputs that contain proprietary rights notices, trademarks, or other third-party ownership
‒ Not publicly share outputs without modification
‒ Not publicly share image, audio, video
‒ Not automatically extract data
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Elements of GAI Policies 

• Examples of compliant use
‒ Starting point for research
‒ Proofread; change of tone; clarify; revise original work
‒ Create text, audio, graphics for internal use
‒ Generate summaries, explanations or analyses for publicly available work
‒ Translate text

• Requests for exemptions
‒ Revisit and revise the policy over time as the landscape and available tools evolve
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Restrictions When Contracting

5. LLM provider (e.g., OpenAI) 
or 

6. A point solution that is built 
on one of the major providers 
‒ Does the point solution have 

these terms and
‒ Do we have privity of 

contract

1. Zero Data Retention (“ZDR”)
2. No Training
3. No Human Eyes On
4. OpenAI –Abuse Monitoring 

Waiver

Terms to negotiate include:
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Anonymization and Removal of Confidential Information

• Removing all confidential information and information that could identify a 
client, as per Rule 1.6 (Duty of Confidentiality), transforms non-privileged, 
confidential client documents into generic documents that are neither 
confidential nor traceable to any particular client and suitable as templates for 
training Generative AI tools.

• As long as there is no 
1. provision to the contrary in a client engagement letter; 
2. express provision in the document or elsewhere stating that the entire document is to 

be kept confidential; or 
3. other express instruction to the contrary
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Anonymization and Removal of Confidential Information (cont.)

• The NYSBA has opined that “confidential information” excludes information that is “generally 
known” in the local community or in the trade, field or profession to which the information 
relates.

• Information is not generally known simply because it is in the public domain or available in a 
public file. 

• The New York Court of Appeals explained that information may be “generally known” if it is 
found in trade periodicals or filings with State or Federal regulators.

• Redacted training documents would be considered “generally known” in the field, as 
contemplated by Rule 1.6 because generic agreements are well known and widely used by 
practitioners in the field. 
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Anonymization and Removal of Confidential Information (cont.)
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As AI Matures, We May Become Ethically Obligated to Use It

“A refusal to use technology that makes legal work more accurate and efficient 
may be considered a refusal to provide competent legal representation to 
clients.” – NYSBA on Duty of Competency – Rule 1.1 

• The remainder of this presentation will discuss various ways Gen AI can make 
legal work more accurate and efficient.
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Search v. Generative AI
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Search

October 30, 2024139 Navigating AI Legal Ethics



Generative AI
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Generative AI
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Generative AI Supports Iterative Search
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Can we dive deeper?
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Source Citations

October 30, 2024144 Navigating AI Legal Ethics



Hallucinations
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Accuracy and RAG

• Retrieval Augmented-Generation 
(“RAG”) improves the accuracy of 
LLMs.
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Enforceability of Arbitration Clause on ChatGPT 
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I am a litigation associate, and I just received the attached 
brief. I have been asked to draft a reply by the partner at 
my firm. Can you provide a short summary of the brief and 
provide a chart of the arguments made in the brief and 
defenses to each argument. I would like the chart set up 
so that the arguments are listed in separate fields in the 
first column and then the defenses listed next to each 
argument in the next column. If there is more than one 
defense to the argument, list it in the next field in column 3 
and so on.
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Enforceability of Arbitration Clause on ChatGPT (cont.)
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Enforceability of Arbitration Clause on ChatGPT (cont.) 
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Enforceability of Arbitration Clause on ChatGPT (cont.)
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Enforceability of Arbitration Clause on ChatGPT (cont.) 
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Enforceability of Arbitration Clause on ChatGPT (cont.)
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Prompt Engineering
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Prompt engineering enables users to shape the behavior and output of AI 
models.

By providing clear prompts, workers can elicit coherent and contextually relevant 
responses much quicker than writing them from scratch.

Often, effective prompts require detailed 
information that a user must repeatedly 
enter to get better results. 

For example, for a prolonged session, a prompt might 
always include "I'm a [job role]. I'd like to [specific 
goal you'd like to achieve]." 
This sets the context for the AI so it will produce more 
relevant answers.
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Prompting v1
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Prompting v2
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Caution: Accuracy May Vary

Accuracy concerns still persist particularly in practice areas that depend on documents 
that are not readily available in the public sphere.

• Concerns around accuracy and reliability of the LLM output is particularly true for practices 
where the core documentation is not readily available in the public domain (e.g., private equity 
fund formation). 

• Why is that?
‒ LLMs are trained on vast amounts of diverse data, including text from books, websites, research papers, 

and other written sources. 
‒ E.g. Wikipedia, digital libraries, open-source code repositories and web crawls of publicly accessible content

‒ These models do not specifically train on proprietary or private data unless it has explicit permission. 
‒ Unless they have been provided access through a partnership or licensing deal, the model is not trained on 

private databases, confidential information, or content behind paywalls.
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Lessons Learned from Gen AI Pilots
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The majority of pilot participants 
indicated they would integrate a 
GenAI tool into their practice. 

How are we using Gen AI?
• Researching business markets
• Summarizing litigation histories
• Identifying relevant patents and 

publications
• Drafting emails
• Project management
• Translation services
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Conclusion
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• Technology such as AI can be used as a complement to a lawyer’s work and 
while there is nothing inherently improper in using AI or generative AI, a 
lawyer’s duties to their clients, the courts, and the profession under the Rules 
of Professional Conduct remain the same.

• While AI can streamline time-consuming and mundane tasks, lawyers must 
still utilize their skills in conjunction with their individual professional and moral 
judgment and in short, continue to be the lawyer.
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The information provided in this slide presentation is not intended to be, and shall not be construed to be, either the provision of legal advice or an offer to provide legal services, nor does it necessarily reflect the opinions of the firm, our lawyers or 
our clients. No client-lawyer relationship between you and the firm is or may be created by your access to or use of this presentation or any information contained on them. Rather, the content is intended as a general overview of the subject matter 

covered. Proskauer Rose LLP (Proskauer) is not obligated to provide updates on the information presented herein. Those viewing this presentation are encouraged to seek direct counsel on legal questions. 
© Proskauer Rose LLP. All Rights Reserved.
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