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Agenda
• SEC Enforcement under Chairman Gensler

• The Alternative Data Tea Leaves under Gensler

• MNPI/Insider Trading

• An Update on LInkedIn v. HiQ and the implications of 
Van Buren

• Google/Android Policy Changes

• Apple Developments

• Federal Data Regulation – The Latest Proposal

• Facebook, Plaid and Google – Litigation Update

• GDPR – New Standard Contractual Clauses



SEC Enforcement Under Chairman Gensler

• Still early

‒ Melissa Hodgman is still Acting Director of Enforcement

• Generally

‒ More aggressive: more cases, higher penalties, more serious charges

‒ Expect the SEC to be more willing to push aggressive theories and take on litigation risk

‒ Much more control from the Chairman’s office than in the past

‒ More likely to see “rulemaking by enforcement”

‒ Individual liability

‒ Gatekeepers:  lawyers, accountants, CCOs
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SEC Enforcement Under Chairman Gensler

• Priorities so far

‒ ESG, Crypto, market structure (meme stocks), SPACs

‒ Wall Street rather than Main Street

• SolarWinds sweep -- first major initiative from Enforcement under Gensler
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Reading the Gensler Tea Leaves on Alternative Data

• No clear guidance yet, but technology is clearly on the radar:

• Gensler on sentiment analysis:

‒ “Developments in machine learning, data analytics, and natural language 

processing have allowed sophisticated investors to monitor various forms of 

public communication to see relationships between words and prices. … With 

that comes the risk that nefarious actors may try to send signals to manipulate 

the market.” 
(May 6, 2021 House testimony)
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Reading the Gensler Tea Leaves on Alternative Data

• Gensler on data analytics:

‒ “I believe we are only at the very beginning of our economy’s growing reliance on the rapidly 
changing field of data analytics known as deep learning — a technology within artificial 
intelligence that is particularly adept at prediction and classification tasks. Our capital markets 
are no exception to this trend. We are starting to see AI-based funds, high-frequency traders, 
and asset management platforms, along with predictive tools and sentiment analysis.”

‒ “I believe these advancements also raise questions about the fairness, bias, and robustness 
of the individual analytic models themselves.” 

‒ “I also think that as the financial sector matures in its use of deep learning in the capital 
markets, it’s appropriate to consider how such data analytics may affect systemic risks.”   

(May 26, 2021 House testimony)
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MNPI/Insider Trading

• SEC has brought fewer insider trading cases recently

‒ Expect that to change

• In the Matter of Andeavor (Oct. 2020)

‒ Two days before merger discussions, CEO directed a $250 million stock buyback, which was 
subject to company policy prohibiting repurchases while in possession of MNPI

‒ Internal controls violations only: the company failed to maintain internal accounting controls 
providing reasonable assurance that the buyback complied with Andeavor’s policy

‒ No finding of violation of 10b-5/insider trading

‒ $20 million penalty
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MNPI/Insider Trading
• May 2021 - House (Re-)Passes the Insider Trading Prohibition Act:

‒ Similar to version that passed the House in 2019.  

• Bill would prohibit trading on MNPI that a person recklessly disregards was “obtained wrongfully” 

• Wrongful defined as “if the information has been obtained by:”

• (A) theft, bribery, misrepresentation, or espionage (through electronic or other means);

• (B) a violation of any Federal law protecting computer data or the intellectual property or privacy of computer 
users;

• (C) conversion, misappropriation, or other unauthorized and deceptive taking of such information; or

• (D) a breach of any fiduciary duty, a breach of a confidentiality agreement, a breach of contract, a breach of any 
code of conduct or ethics policy, or a breach of any other personal or other relationship of trust and confidence 
for a direct or indirect personal benefit (including pecuniary gain, reputational benefit, or a gift of confidential 
information to a trading relative or friend).”
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An Update on LinkedIn v. hiQ and its Implications for Web 
Scraped Alternative Data
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An Update on LinkedIn v. hiQ and its Implications for Web 
Scraped Alt Data
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Cert. Granted, Ninth Circuit decision Vacated, Remanded for reconsideration
Reconsideration based on Supreme Court decision in Van Buren v United States

Ninth Circuit, 2019: It is likely that when a computer network generally permits public access to its data, a user’s 
accessing that publicly available data will not constitute access without authorization under the CFAA.

Issue to the Supreme Court: Whether a company that deploys anonymous computer “bots” to circumvent technical 
barriers and harvest millions of individuals’ personal data from computer servers that host public-facing websites—
even after the computer servers’ owner has expressly denied permission to access the data—“intentionally 
accesses a computer without authorization” in violation of the Computer Fraud and Abuse Act.



Background on Van Buren v. United States
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• Police officer ran a database check through his department’s system for 
personal favor in exchange for money. This was a violation of policy.

• Both parties agree that he accessed the computer with authorization.
• Computer Fraud and Abuse Act (CFAA) addresses situation where one 

“intentionally accesses a computer without authorization or exceeds 
authorized access.”

• No question that he had authorization. Did he exceed authorized access? 



Background on Van Buren v. United States
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Definition of exceeds authorized access: “to access a computer with 
authorization and to use such access to obtain or alter information that the 
accesser is not entitled so to obtain or alter.”

What do you think? Did he “exceed authorized access” to his department’s 
computer system?



The Meaning of “so”
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• Definition of exceeds authorized access: “to access a computer with 
authorization and to use such access to obtain or alter information that the 
accesser is not entitled so to obtain or alter.”

• Court:  The use of the word “so” means “in the same manner that has been 
stated.” Thus, the phrase could be construed as “…that the accesser is not 
entitled to obtain by using a computer that he is authorized to access.”

• Court: It is undisputed that he was authorized to access the system.  
Exceeding authorized access only occurs on access to particular areas of the 
computer to which their authorized computer access does not extend (e.g., 
files, folders and databases).  



Relevance to LinkedIn and Scraping
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LinkedIn was brought under the “without authorization” prong of the CFAA.

Court: “Without authorization” is limited to those who access a computer without 
any authorization at all.

• Court adopts the defendant’s “gates-up-or-down” theory: “without 
authorization” ties to no authorization at access the system at all, while 
“exceeding authorized access” ties to accessing off-limits areas within the 
computer system.

But what is a “gate”?
Footnote 8:  “For present purposes, we need not address whether this 
inquiry turns only on technological (or code-based) limitations on access, 
or instead also looks to limits contained in contracts or policies.”



A Few Other Interesting Points
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“Under the dissent’s approach, an employee’s computer access would be 
without authorization if he logged on to the computer with the purpose of 
obtaining a file for personal reasons.”

“Many websites, services, and databases … authorize a user’s access only 
upon his agreement to follow specified terms of service. If the “exceeds 
authorized access” clause encompasses violations of circumstance-based 
access restrictions on employers’ computers, it is difficult to see why it would 
not also encompass violations of such restrictions on website providers’ 
computers.”



Relevance to LinkedIn and Scraping

16

• On remand to the Ninth Circuit, the ruling will likely hinge on whether technical measures to 
block hiQ’s access to LinkedIn’s site and a formal revocation of access truly lowered the 
access gate or whether the “gate” for public website content is always up.

• In its Supplemental Brief filed with the Court following the Van Buren decision, LinkedIn 
argued that it had placed “gates” around its servers by using code-based technical measures 
to block bots and scraping activities, and its contracts and policies, as well as by sending a 
cease-and-desist letter revoking access.

• Possible Implications for scraping and the CFAA: 

‒ Possible clarity on “gates” of various types to come from the Ninth Circuit

‒ Likely that websites will seek ways to present technological “gates” -- access restrictions -- on at 
least particular files/pages/databases on their sites

‒ Refocus on code-based restrictions such as IP Blocks, Captchas and Robots.txt

‒ Diligence: Specific questions regarding circumventing access restrictions
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Meanwhile, in the District Court, the hiQ Case Continues…
• Sept. 2020: Judge dismissed hiQ’s antitrust claims against LinkedIn

• Nov. 2020: LinkedIn files Answer with Counterclaims (incl. CFAA, breach of contract and misappropriation)

• Apr. 2021: Court denies hiQ’s motion to dismiss LinkedIn’s Counterclaims:

‒ CFAA: Court deferred ruling until Van Buren decision was released.

‒ CDAFA: Calif. computer trespass law (similar to CFAA) – court deferred until the Van Buren ruling.

‒ Contract: hiQ argued that LinkedIn terminated its user status, thus no breach claim; LinkedIn countered that the terms govern 

active users and those who simply use the site, and since hiQ used the site following its termination with actual knowledge of the 

terms that are linked at the bottom of each page, it is bound by the terms. Court ruled that: “LinkedIn has a basis for arguing that, 

if hiQ has actual notice of the terms of the User Agreement (which contains, e.g., a prohibition against scraping), it can be subject 

to those terms.” 

‒ Misappropriation: Allowed to continue; questions of fact remain as to whether hiQ is a “free rider”

‒ Trespass to Chattels: Court found LinkedIn asserted a plausible claim, based on interference with servers                                     

and the possibility that others will mimic such scraping and cause future harm to LinkedIn.
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In the Meantime…



Google/Android Policy Changes
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Google “Clarifications” to Policies – March 31, 2021

Personal and Sensitive Information
Personal and sensitive user data includes, but isn't limited to, personally identifiable 
information, financial and payment information, authentication information, phonebook, 
contacts, device location, SMS and call related data, inventory of other apps on the 
device, microphone, camera, and other sensitive device or usage data. If your app 
handles sensitive user data, then you must: …..

- Limit your access, collection, use, and sharing of personal or sensitive data acquired 
through the app to purposes directly related to providing and improving the features of 
the app (e.g., user anticipated functionality that is documented and promoted in the 
app's description in the Play Store). Apps that extend usage of this data for serving 
advertising must be in compliance with our Ads Policy.
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Google “Clarifications” to Policies – March 31, 2021

If your app handles sensitive user data, then you must:

• Post a privacy policy in both the designated field in the Play Console and 
within the app itself. The privacy policy must, together with any in-app 
disclosures, comprehensively disclose how your app accesses, collects, uses, 
and shares user data. Your privacy policy must disclose the types of personal 
and sensitive data your app accesses, collects, uses, and shares; and any 
parties with which any personal or sensitive user data is shared.

21



Google “Clarifications” to Policies – March 31, 2021

Examples of common violations:

• An app that accesses a user's inventory of installed apps and doesn't treat 
this data as personal or sensitive data subject to the above Privacy Policy, 
data handling, and Prominent Disclosure and Consent requirements.

• An app that collects device location and does not comprehensively disclose 
its use and obtain consent in accordance with the above requirements.
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Greater Data Collection Disclosures Coming to Android



Android 12, August 2021
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We encourage all 
developers to review 
your code…including 

..third party SDKS 
and make sure all 

accesses have 
justifiable use cases.



What’s happening with Apple and iOS?
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Apple App Rejections in 2020
• Rejected about 1 million apps, and about 1 million app updates.

• 48,000 apps were removed for using “hidden or undocumented features.”

• 150,000 apps were removed because they were spam or copied another app.
• 215,000 apps were removed because they collected too much user data or 

other privacy violations.

• 95,000 apps were removed for fraud, often because they changed after 
Apple’s review to become a different kind of app, including gambling apps or 
pornography.

• Apple booted 470,000 accounts from its developer program because of fraud.
• In addition, Apple said that last month, it rejected 3.2 million installations of 

apps that use an enterprise certificate, which is a way to evade the App Store.
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Apple iOS 15

• Apple will by default block users’ internet protocol addresses from being 
transmitted to trackers on websites visited in its Safari browser. Many 
companies collect a user’s IP address and combine it with other data to 
“fingerprint” and recognize a user’s repeat visits.
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Data Legislation
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Facebook and Scraping

29



30

Facebook and Scraping….
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The Facebook – BrandTotal Case Facebook alleges:
1. Defendants’ extensions were programmed to send 

commands to Facebook and Instagram servers 
appearing to originate from the user.

2. Browser extensions harvested, without Facebook’s 
authorization, behind the firewall information includng 
users’ profile information, user advertisement interest 
information and various ad metrics when the users 
visited Facebook, Instagram or various other social 
sites (all despite users’ account privacy settings).

3. The data collected by defendants was then 
presumably used to provide “marketing intelligence” 
services about users and advertisers.
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Meanwhile: BrandTotal made changes to its browser extension during the 
litigation: UpVoice 2021 does not collect users’ demographic data from 
Facebook, instead relying on users to enter that information in a form 
when they sign up for the program. 



Facebook & Harvesting of Call and Text Logs
Williams v. Facebook Inc., No. 18-01881 (N.D. Cal. May 14, 2021)

• Plaintiffs claim that Facebook, via 
mobile apps, surreptitiously 
collected users’ call and text logs, 
in violation of the California 
Invasion of Privacy Act (“CIPA”), 
which generally prohibits 
eavesdropping on contents of 
communications.

• Court dismissed the complaint 
again, finding that CIPA protects 
the “contents” of communications, 
not the call and text metadata. 
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At Least Five Class Actions Against Plaid
Actions Consolidated in July 2020 (In re Plaid Inc. Privacy Litig.)
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As part of the arrangement, Plaid is in the process of deleting 
all Capital One customer credentials from its systems.
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Update: Google Still Facing Handful of Locational Data Suits



Final Note on EU Privacy Developments
• The European Commission adopted two sets of standard contractual clauses (SCCs), one for use between 

controllers and processors and one for the transfer of personal data to third countries.

‒ SCCs are template data transfer agreements that allow data exporters to transfer data to countries outside the EEA that the 

European Commission identifies as providing an “inadequate” level of data protection (e.g., U.S., Australia, Brazil, China, India).

‒ They take into account the GDPR and Schrems II judgment and offer more legal predictability to European businesses and help, 

in particular, SMEs to ensure compliance with requirements for safe data transfers, while allowing data to move freely across

borders, without legal barriers.

‒ More flexibility for complex processing chains, through a ‘modular approach' and by offering the possibility for more than two 

parties to join and use the clauses

‒ The updated SCCs have Schrems II (C-311/18) in mind, requiring companies that use SCCs to undertake a “transfer impact 

assessment” to determine if so-called “supplementary measures” (e.g., encryption) need to be put into place (in addition to those 

measures required by the SCCs) in light of the laws of the country of data import. 
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Thank You!!!
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