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Biden Administration — SEC Enforcement Update

* OnJanuary 18, 2021, President Biden nominated Gary Gensler to serve as

chairperson of the SEC:

* Former head of the CFTC from 2009-2014
e Participated in drafting the Sarbanes-Oxley Act as a senior adviser to former U.S. Senator Paul

Sarbanes
* On March 10, 2021, the Senate Banking Committee voted 14-10 to advance Gensler’s nomination

to the full Senate

* Generally, we expect to see a more aggressive approach to enforcement across the

board:
* Increase in enforcement actions against private funds

* Focus on gatekeepers

* For big data:

* We still expect that the SEC will issue guidance/risk alert before bringing actions

e But the risk of enforcement actions has likely increased
* Guidance is likely to come after appointment of senior staff (Exams, IM)



Mobile App Data



Apple and Mobile App Data

Recent changes to the App Store
Requirements and what do they mean for
the use of mobile-phone sourced
alternative data?

Increased ambiguity



Apple and Mobile App Data

5.1.2(i) Unless otherwise permitted by law, you may not use, transmit, or share someone’s
personal data without first obtaining their permission. You must provide access to information
about how and where the data will be used. Data collected from apps may only be shared with
third parties to improve the app or serve advertising (in compliance with the Apple Developer
Program License Agreement). You must receive explicit permission from users via the App
Tracking Transparency APls to track their activity. Learn more about tracking. Apps that share
user data without user consent or otherwise complying with data privacy laws may be removed
from sale and may result in your removal from the Apple Developer Program.
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Apple and Mobile App Data

5.1.2(i) Unless otherwise permitted by law,
you may not use, transmit, or share
someone’s personal data without first
obtaining their permission. You must provide
access to information about how and where
the data will be used. Data collected from
apps may only be shared with third parties
to improve the app or serve advertising (in
compliance with the Apple Developer
Program License Agreement). You must
receive explicit permission from users via the
App Tracking Transparency APIs to track their
activity. Learn more about tracking. Apps that
share user data without user consent or
otherwise complying with data privacy laws
may be removed from sale and may result in
your removal from the Apple Developer
Program.

What is “tracking”? Apple’s definition:

“Tracking” refers to linking data
collected from your app about a
particular end-user or device, such as a
user ID, device ID, or profile, with Third-
Party Data for targeted advertising or
advertising measurement purposes, or
sharing data collected from your app
about a particular end-user or device
with a data broker.
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obtaining their permission. You must provide
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the data will be used. Data collected from
apps may only be shared with third parties
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receive explicit permission from users via the
App Tracking Transparency APIs to track their
activity. Learn more about tracking. Apps that
share user data without user consent or
otherwise complying with data privacy laws
may be removed from sale and may result in
your removal from the Apple Developer
Program.

What is “tracking”? Apple’s definition:
“Tracking” refers to linking data collected from
your app about a particular end-user or
device, suchas a user ID, device ID, or profile,
with Third-Party Data for targeted advertising
or advertising measurement purposes, or
sharing data-collected from your app about a
particular-end-user or device with a data
broker.

If you use third-party code — such as
advertising or analytics SDKs — you’ll
also need to describe what data the
third-party code collects, how the data
may be used, and whether the data is
used to track users.

Does this mean that sharing with a data broker
is OK as “tracking,” even if not for purposes of
improving the app or serving advertising?

Or can you only share with a data broker for
improving the app or serving advertising?



The Bottom Line with Apple

Recent changes to the App Store Requirements and what do they mean for
the use of mobile-phone sourced alternative data?

 Ambiguous as to sharing of data

* Concern: Could the new disclosure requirement draw unwanted attention
from regulators or private plaintiffs as to the accuracy of the disclosure?
e Confusing requirements on disclosure — do providers understand the requirements?
* Apps lack the ability to use nuanced privacy policy wording
* Apple not verifying validity of disclosures

* Recommendation: If using iOS data (a risk-based analysis), new diligence
and contract Items:
* Are the app disclosures accurate and complete?
* Contract representations re: accuracy
* Notice of all investigations/lawsuits/complaints



Android-Based Locational Tracking

Android Developers > Docs » Guides

Access location in the background

As described on the request location permissions and privacy best practices pages, apps should only ask for the
type of location permission that's critical to the user-facing feature, and properly disclose this to users. The
— majority of use cases only require location when the user is engaging with the app. If your app requires
background location, such as when implementing geofencing, make sure that it's critical to the core functionality
of the app, offers clear benefits to the user, and is done in a way that's obvious to them.

* Mote: The Google Play store has updated its policy concerning device location, restricting background location
|:> access to apps that need it for their core functionality and meet related policy requirements. Adopting thiese best
practices doesn't guarantee Google Play approves your app's usage of location in the background.

Learn more about the policy changes related ta device location

Beginning March 29, 2021, all existing apps (first published before April 16,

2020) that access location in the background will need to be approved or
app updates may be blocked and your app may be removed from Google

Play.
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Litigation and Investigation
Update



Update on hiQ-LinkedIn

All quiet at the Supreme Court, cert. petition pending.
District Court Developments Continue:
Nov. 2020: Linkedin filed Counterclaims.

Statement: “Once data has been scraped, member data can end up in any number of databases controlled and used for any
purpose. Data scraping therefore poses a significant threat to LinkedIn’s business because it undermines the trust that
LinkedIn has built with its members.”

CFAA: robots.txt file, technical measures, security scans and places certain content behind password walls, thus, making hiQ’s
access “unauthorized” because “LinkedIn’s website and servers are not unconditionally open to the general public.”

Breach of contract: hiQ breached the user agreement that prohibit automated access

. 2021: hiQ files motion to strike counterclaims

Statement: “LinkedIn’s counterclaims against hiQ are a transparent attempt by LinkedIn to pose as a defender of user privacy
by characterizing hiQ as a “scraper” and a “free rider.” [...] Far from crusading for justice, LinkedIn is campaigning for its own
bottom line and improperly attempting to use its counterclaims to shut down fair competition.”

CFAA: Arguments already litigated; accessing publicly available data # unauthorized access under the CFAA

Breach of contract: Even accepting that it might have breached the terms in the past, hiQ states it is no longer a user of
LinkedIn and does not continue to breach the terms, thus negating any need for injunctive relief

Trespass: hiQ claims no harm has been shown

 Mar. 2021: Linkedin files opposition papers to hiQ’s motion to strike the counterclaims




The Continuing Story of Yodlee...



Envestnet 10-K, February 2020

“Recently, three members of Congress wrote to the Federal Trade Commission (the “FTC”) to
request a review of these business practices. In February 2020, we received a civil investigative
demand from the FTC for documents and information relating to our data collection, assembly,
evaluation, sharing, correction and deletion practices. We intend to cooperate with the FTC. If,
as a result of the FTC’s request, proceedings-are‘initiated and we are found to have violated
one or more applicable laws, we may be subject to monetary penalties and/or required to
change one or more of our related business practices, any of which could have a material
adverse effect on our results of operations, financial condition. Conduct giving rise to such
liability could also form the basis for private civil litigation by third-parties allegedly harmed by
such conduct.”
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Envestnet 10-K, February 2021

“Recently, three members of Congress wrote to the Federal Trade Commission (the “FTC”) to
request a review of these business practices. In February 2020, we received a civil investigative
demand from the FTC for documents and information relating to our data collection, assembly,

evaluation, sharing, correction and deletion practices, with which demand we fully
complied. In November, 2020, we were informed by the FTC that it had closed the

matter with no further action.”
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Class Action Filed August 25, 2020

Common Law Invasion of Privacy

Federal Stored Communications Act
Unjust Enrichment

Acts of Deceit

Unfair Competition

California Comprehensive Data Access and
Fraud Act

Federal Declaratory Judgment Act
California Anti-Phishing Act

Computer Fraud and Abuse Act



Motion to Dismiss, Feb. 16, 2021

e Common Law Invasion of Privacy
Caderals L C — :

e Unjust Enrichment

e Acts of Deceit

Unfair C "y

o lifornia C | ol : I
Fraud-Aet

* Federal Declaratory Judgment Act
e California Anti-Phishing Act

s ComputerFraud-and-Abuse-Act



The Continuing Story of Plaid...



Antitrust Challenge Asserted
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At Least Five Class Actions Against Plaid

Actions Consolidated in July 2020 (/n re Plaid Inc. Privacy Litig.)

Feb. 2021: Hearing held on Plaid’s

motion to dismiss; matter taken
under submission.
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TD Brings Action Against Plaid

4. TD brings this action because Defendant Plaid Inc.
has created a user interface (“Ul”) for financial
services applications that uses TD’s TD and TD BANK
trademarks, logo, and green color scheme to replicate
TD’s genuine login page and to dupe consumers into
believing they are entering their sensitive personal
and financial information in the bank’s trusted and
secure platform. In reality, however, consumers are

unwittingly giving their login credentials to
— Defendant, who takes the information, stores it on
its servers, and uses it to mine consumers’ bank

records for valuable data (e.g., transaction histories,
loans, etc.), which Defendant monetizes by selling to
third parties. Defendant’s unscrupulous practices are
the subject of a separate consumer class action for
invasion of privacy and other wrongs.

Feb. 2021: Plaid given extension

to file Answer to complaint.
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BrandTotal Browser Extension Scraping
The Case Continues...

UPVoICE

»

REVIEWS  REWARDS ~ PRIVACY = ABOUT  FAQ
Y o

Get paid fo tlfe.%e you spend
online doing the things you love
to do.
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BrandTotal Browser Extension Scraping
The Case Continues...

 Facebook Inc. v. BrandTotal
Ltd., No. 20-07182 (N.D. Cal.
Feb. 19, 2021)

“With the contractual provision
that Facebook sought to
enforce apparent from the face
of BrandTotal’s counterclaim
and no allegation of bad faith,
BrandTotal’s counterclaim for
interference with contract is
DISMISSED based on
Facebook’s legitimate business
purpose....”




More Facebook Suits over Browser Extensions

"When people installed these extensions on their browsers, they were installing concealed code
designed to scrape their information from the Facebook website, but also information from the
users' browsers unrelated to Facebook — all without their knowledge," Jessica Romero,

Facebook's Director of Platform Enforcement and Litigation, said today.

"If the user visited the Facebook website, the browser extensions were programmed to scrape
their name, user ID, gender, relationship status, age group and other information related to their

account," Romero said.



Screen Scraping

« Complaint alleges trademark violations
(Lanham Act, etc.), breach of contract,
violations of the CFAA (and Texas state
computer trespass law), unjust enrichment
and other claims.

» The case involves a “browsewrap”
agreement but the defendant had notice of
the terms from a C&D letter.

» Does hiQ apply? Is the data “public” data?
* Motions to Dismiss pending; Southwest’s

motion for a Preliminary Injunction barring
Kiwi’'s sales of Southwest flights pending.



Screen Scraping
Question from a client:

* When a vendor uses a proxy to web scrape — should the website
operator be able to determine a vendor’s identity behind the proxy
server IP address or is it enough for the operator to see the proxy’s IP
only?

* Does it matter the intent behind the use of the proxy? For example,
to access web content in other countries where there might be
geographical limitations vs. intentionally masking/obfuscating the IP
address?



Update: Google Still Facing Handful of Data Collection Suits

Dec. 2020: State’s partial summary
judgment motion fully submitted re:
state consumer protection claims
related to a subset of legacy Android
phones.

Case remains ongoing.

March 2021: Hearing held re:
Google’s motion to dismiss amended
complaint, arguing apps with
Firebase SDK consented to data
collection and had given notice to
users. Decision pending.
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In re Google Location History Litig., No. 18-05062
(N.D. Cal. Jan. 25, 2021)

AP AP Exclusive: Google tracks your movements, like it or not

Plaintiffs: Google erroneously told users they could “turn
off Location History at any time” and that, with Location
History off, “the places you go are no longer stored,” but,
in reality, the Web & App Activity setting is different and
is “on” by default and saves certain information about a

user’s “activity on Google sites and apps to give you
faster searches...[etc.]”

e Jan. 2021: District court dismissed some claims,
allowed others.

* The court allowed common law privacy claims,
finding that Plaintiffs’ allegations that Google
collected and stored comprehensive location data
without Plaintiffs’ consent are sufficient to show
that Plaintiffs had a reasonable expectation of
privacy in the sum of that data.



McCoy v. Alphabet, Inc., No. 20-05427 (N.D.

Cal. Feb. 2, 2021)

* Various privacy claims relating to Google’s alleged

inadequate notice of and alleged use of internal
program “Android Lockbox” to collect sensitive Pl
related to third party app usage on Android phones.

* Claims: common law/state privacy claims, deceit, CCPA,
consumer claims, breach of contract, unjust enrichment

Consent inadequate Privacy Policy example (“We collect

information about your activity in our services [including]

Activity on third-party sites and apps that use our services”)
* Court: Privacy policy lacks specificity, such language “may not be

understood by a reasonable user to include data from apps that are
not associated with Defendant’s services.”

* “Disclosure and acceptance of statements for a different purpose is
not sufficient to establish explicit consent to the collection of
information regarding use of third-party-apps for the purposes of
using that information to Defendant’s competitive advantage.”

Yet, the court dismissed common law privacy claims as
plaintiff failed to plead that the anonymized, aggregated
app usage data was an “egregious” breach or intrusion
required for a cognizable claim.



Court: “Although the Splash Screen states
that websites may be able to see a user’s
activity, the Splash Screen does not

state that Google sees a user’s activity.
Based on the omission of Google from the
list of entities that can see a user’s activity,
a user might have reasonably concluded
that Google would not see his or her
activity.”

Court: “Google argues that this sentence is
accurate because, when Google collects the
alleged data, Chrome is not storing the
data; rather, the user’s browser is
transmitting the data to Google’s server.
However, the Court concludes that a
reasonable user could read this statement
to mean that their browsing history and
cookies and site data would not be saved.”

March 12, 2021




Legislative and Regulatory
Developments



FTC Investigation (Section 6(b)) of Data Sharing by Social
Media Applications







NYS DFS Facebook Investigation

Facebook offers app developers who download Facebook’s Software
Development Kit (“SDK”) access to free online data analytics services....
[I1t] allows app developers to integrate Facebook with their app by
automatically transmitting data from the mobile app or website to
Facebook so that the data can be analyzed. [Information includes a
device’s IP address and type, the time of use, and a device’s advertising
ID and information about] opening the app, clicking, swiping, viewing
certain pages, placing items into a checkout, and so on.




NYS DFS Facebook Investigation

The information provided by Facebook has made it clear that
Facebook’s internal controls on this issue have been very limited and

were not effective at enforcing Facebook’s policy or preventing the
receipt of sensitive data.




NYS DFS Facebook Investigation

These recommendations are not limited to Facebook, as it appears that
the problematic data-sharing practices exposed in the WSJ Article are a
continuing risk throughout the data analytics and social media
industries. All companies within that industry — as well as the relevant
regulatory bodies with oversight over those companies — should
proactively take all reasonable steps to eliminate the practice of
unauthorized sharing of sensitive user data with third-parties, whether
they are business partners, advertisers or otherwise.




NYS DFS Facebook Investigation

This troubling lack of privacy protection at Facebook illustrates a larger
problem with the data analytics industry. The way Facebook receives
and uses data from third parties is not unique to Facebook, and the
issues identified in the WSJ Article are present to some extent
throughout the data analytics industry. The problems uncovered in this
Report clearly show that there is a need for more transparency and
public oversight of the “big data” industry.

Our regulatory institutions need to rapidly adapt to the challenges
presented by social media giants, big tech, and the analytics industry,
and it is imperative that we put in place a clear nationwide legal
framework for accountability enforced by a robust federal regulator.




State Privacy Laws



 Like the CCPA... the VCDPA (which goes into effect on Jan. 1, 2023) generally grants consumers various
rights re: data access, correction, deletion and the right to opt-out of the “sale” of Pl (though the
definition is narrower than the CCPA), including the right of opt-out of the “processing” of personal data
for targeted advertising.

* Like the CPRA... the VCDPA also governs “sensitive” information and allows consumers to places limits on
the sale, sharing and use of sensitive information. The CPRA offers some opt-out rights for data
processing, while the VCDPA requires the data controller to obtain the consumer’s consent before
processing sensitive information.

* Sensitive data under the VCDPA: “1. Personal data revealing racial or ethnic origin, religious beliefs,
mental or physical health diagnosis, sexual orientation, or citizenship or immigration status; 2. The
processing of genetic or biometric data for the purpose of uniquely identifying a natural person; 3. The
personal data collected from a known child; or 4. Precise geolocation data.”






ISP Privacy

New FCC net neutrality order could again include
privacy/data collection restrictions.

Reports suggest a net neutrality bill will also be
introduced in Congress soon.

35-A M.R.S. §9301 which took effect in July 2020,
prohibits, with some exceptions, Maine broadband
providers from using, disclosing, selling or permitting

access to customer’s Pl unless the customer expressly
consents. It also allows a customer to opt out of other
collection of non-PI.
Pl includes: browsing/app use history, precise
location data, financial info, etc.

Feb. 2020: Trade groups challenged the law on federal
preemption and constitutional grounds.

July 2020: Court struck down First Amendment and
preemption arguments. Case remains ongoing.




APls and Data Collection



AP| Enforcement

Twitter Cuts Off Popular Third-Party
Management Tools Due to API
Violations



Reddit APIs



Reddit APl Terms

s




LinkedIn APIs



LinkedIn APIs



LinkedIn APIs



Call the Tax Lawyer....




Proskauer’s Big Data Breakfast

Robert Leonard
Michael Mavrides
Jeffrey Neuburger
Joshua Newville
Samuel Waldon
Christopher Wells

March 23, 2021
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