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Summary

This template is intended to provide a framework for a policy concerning use of artificial intelligence (Al) driven tools in the
workplace. Employers are advised to adopt a policy to indicate the limits on Al's use in the workplace. This template includes
practical guidance, drafting notes, and an alternate clause.

This template is intended for private employers. Employers may include a policy derived from this framework in an employee
handbook or distribute it as a standalone policy. It is a non-jurisdictional policy and does not address all potential federal legal
requirements, or state and local law distinctions; thus, you should check any potentially relevant laws and regulations.

Employers are increasingly adopting Al Driven Tools (Al Tools), including generative Al (GAl), to automate routine tasks and
assist their employees in the performance of job functions. The myriad ways in which Al is being used by businesses cannot
be captured in a one size fits all policy. This framework provides a structure which highlights certain key issues. Before
implementation of any policy, the policy will need to be supplemented to address the unique needs of each business. In
addition, prior to adoption of any provision or section set forth in this template or other policy, employers should consult
with counsel. Federal, state, and local law and regulation of Al is rapidly evolving, and employers will need legal advice related
to the laws and regulations applicable in the jurisdictions in which they operate prior to adoption any policy or provision
concerning the use of Al. To the extent a business operates internationally, the law of the countries in which they operate will
need to be considered.

For a full listing of key content covering employee handbook considerations, see Generative Artificial Intelligence (Al) Resource Kit.

For more information on Al policies in the workplace, see ChatGPT Risks and the Need for Corporate Policies.
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1. Purpose. The purpose of this policy is to establish guidelines for the appropriate use of artificial intelligence (Al) in the
workplace, including the use of Generative Al (GAI) and Algorithmic Al (AAI) tools, defined in Section 3. below. This policy
aims to ensure that Al technology is used to enhance productivity, efficiency, and decision-making while complying with
applicable law and respecting privacy, confidentiality, and data security.

Drafting Note to Paragraph 1.

Given the growing use of Generative Al (GAl) (e.g., Bard, ChatGPT) by employees and consultants in the workplace,
businesses should evaluate the issues and risks associated with such use and consider implementing an Al use policy
(such as this Artificial Intelligence (Al) Driven Tools in the Workplace Policy). For more guidance on drafting GAl
policies, see ChatGPT Risks and the Need for Corporate Policies.

2. Scope.

(a) This policy applies to all employees, contractors, and third-party vendors who interact with, develop, or implement Al
tools within our organization (collectively, Al Users). It covers all Al technologies, including, but not limited to, machine
learning, natural language processing, and computer vision.

3. Definitions.

(a) Generative Al (GAI) is a technology that can create new content in response to prompts, including but not limited to text,
speech, and images (e.g., ChatGPT).

(b) Algorithmic Al (AAl) is a technology that analyzes data with machine-learning algorithms and can make decisions or
predictions based on the data.

(c) Al Tool is any app, software, or system that can independently change its own analytical methods and utilizes artificial
intelligence (including Generative and Algorithmic Al), machine learning, or other advanced algorithms to perform tasks,
analyze data, or make (or assist in making) decisions. Al Tools may use GAI, AAl, or both.

4. Training.

(a) The Company may require that Al Users receive training, either in-house or through a third-party vendor, concerning the
potential benefits and risks associated with using Al Tools and on the operation and use of approved Al Tools.

Drafting Note to Paragraph 4.(a).

Although training received from the employer is typically a factor considered in determining whether a worker is an
employee or an independent contractor, the fact that all workers may receive such specialized training concerning the
benefits and risks of using Al Tools may not weigh in favor of a finding that all such workers are employees. For further
information regarding employee classification and the risks of misclassification, see Independent Contractor Tests and
Risks of Worker Misclassification. To compare state and federal laws on independent contractors, see the Labor &
Employment State Law Comparison Tool.

(b) If the Company does require such training, Al Users must comply with any associated requirements (e.g., attendance
and satisfaction of certain skills assessments) before they can access and use Al Tools for work-related purposes.

5. General Principles. For purposes of this policy:

(a) This policy applies when Al Users use Al Tools to perform, or assist in the performance of, any work-related activities
without regard to the location of the Al Users at the time they use the Al Tools, or whether the Al Users operate the
Al Tools on Company equipment and systems, on the Al Users’ personal devices, or on third-party electronic devices.
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Drafting Note to Paragraph 5.(a).

For best practices on drafting computer use policies, see Communications System, E-mail, Network, and Internet
Policies: Key Drafting Tips and Computer, Mobile Phone, and Other Electronic Device Policies: Key Drafting Tips.
For related non-jurisdictional templates, see Computers, Mobile Phones, and Other Electronic Devices Polic
Electronic Communication Systems Use Policy, and Communications Systems, Email, Networks, and Internet Policy.

(b) Al Users should only use the Al Tools in circumstances when they enhance or assist the Al Users in performing their
job-related tasks by enhancing productivity, efficiency, and decision-making. For example, Al Tools can be helpful aids in
sorting, ranking, and evaluating large quantities of documents and information. Al Tools employing GAI can prepare first
drafts of standard correspondence and documents, as well as for creating simple outlines.

(c) Al Tools may produce erroneous or nonsensical information or results that are not real, do not match any data the
algorithm has been trained on, or do not follow any other discernible pattern. In addition, the results may reflect biased
or incomplete data sets on which they were trained. Al Tools should not be used blindly for decision making and/or the
creation of content and should never be relied upon for important inquiries.

(d) When Al Users use Al Tools to assist in their performance of job-related responsibilities, the Company expects Al Users
to recognize the limitations of the tools they are using, avoid over-reliance on such tools, carefully review output for
errors, and remain vigilant to identify potentially erroneous, incomplete, or otherwise problematic output.

(e) Al Users who have concerns with the output of an Al Tool should follow the Reporting Procedures set forth in
section 8. below.

. Use of Approved Al Tools.

(a) Company will maintain a list of Al Tools that have been approved for use, with a specific indication as to which
departments and job classifications may use each tool (List). The List can be found here [list].

(i) Questions concerning whether an application which is not included on the List is an Al Tool - and, thus, subject to this
policy - should be referred to [appropriate individual or department name].

(b) Prior to using an approved tool, the department or Al User seeking to use the tool must request and be approved for
access by [where access request should be sent] and in the request state the intended use of the tool.

Drafting Note to Paragraph 6.(b).

As drafted, this default paragraph 6.(b) provides the employer with significant oversight and control over their Al
Users» use of Al. Employers with significant intellectual property, confidential information, and/or other proprietary
information should carefully consider the risks of allowing their employees to use Al Tools without seeking additional
permission or access (such as the risk of disclosing such information to third parties), even when such Al Tools are on
the approved List. For a more liberal use policy, consider using Alternate Paragraph 6.(b).

Alternate Paragraph 6.(b):

(b) Departments and Al Users may use approved Al Tools contained on the List without the need to seek additional
permission or access.

Drafting Note to Alternate Paragraph 6.(b).

As drafted, the default paragraph é.(b) provides the employer with significant oversight and control over their Al
Users’ use of Al. Employers with significant intellectual property, confidential information, and/or other proprietary
information should carefully consider the risks of allowing their employees to use Al Tools without seeking additional
permission or access (such as the risk of disclosing such information to third parties), even when such Al Tools are on
the approved List. For a stricter use policy, use standard Paragraph 6.(b).
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(c) Prior to using an Al Tool for any-work related purpose, regardless of their location, that is not on the List, not specifically
approved for use in their department and job classification, or not approved for the task that the Al User seeks to use
the Al Tool to perform, an Al User must receive express written consent from [supervisor/manager/HR designee]. The
requesting Al User should be prepared to discuss the purpose, scope, and business justification of using the Al Tool in
question to complete a work-related task.

(d) During working hours, Al User may only use Al Tools for work-related purposes in accordance with this policy. If an Al
User uses Al Tools for non-work-related purposes during working hours, they may be subject to appropriate disciplinary
action, up to and including immediate termination of employment or termination of contract (as in the case of a
contractor or third-party vendor).

Drafting Note to Paragraph 6.(d).

Paragraph 6.(d) should be made consistent with the Company>s computer use policies, if any. For best practices on
drafting computer use policies, see Communications System. E-mail. Network, and Internet Policies: Key Drafting
Tips, Computer, Mobile Phone, and Other Electronic Device Policies: Key Drafting Tips. For related non-jurisdictional
templates, see Computers, Mobile Phones, and Other Electronic Devices Policy, Electronic Communication Systems
Use Policy, and Communications Systems, Email, Networks, and Internet Policy.

(e) No Al User may use Al Tools for personnel decision-making purposes without the express written consent of [HR or an
HR designee].

Drafting Note to Paragraph 6.(e).

Some states and local jurisdictions have begun to regulate the use of Al in personnel decisions. For example, in New
York City, beginning July 5, 2023, the Automated Employment Decision Tools (AEDT) Law makes it unlawful for an
employer or an employment agency to use an automated employment decision tool (as specifically defined in the law) to
screen a candidate or employee for an employment decision unless:

e Such tool has been the subject of a bias audit conducted no more than one year prior to the use of such tool - and-

e A summary of the results of the most recent bias audit of such tool as well as the distribution date of the tool to
which such audit applies has been made publicly available on the website of the employer or employment agency
prior to the use of such tool.

NYC Administrative Code § 20-871 (Local Law 144 of 2021).

(f) Al Users must at all times comply with the Company’s [identify policies against discrimination and harassment and other
conduct policies] when using Al Tools. Please refer to those policies for additional information on what might be considered
inappropriate or unlawful use.

Drafting Note to Paragraph 6.(f).

For guidance on drafting such policies, see Discrimination, Harassment, and Retaliation Policy Drafting Checklist, Anti-
harassment Policies: Key Drafting Tips, Anti-harassment Policies: Key Drafting Tips. For non-jurisdictional
template policies, see Equal Employment Opportunity / Non-discrimination Policy; Anti-harassment Policy (with
Acknowledgment); and Anti-retaliation Policy (with Acknowledgment).

7. Confidentiality.

(a) The input of confidential or sensitive information into an Al Tool could result in the disclosure of such information to
third parties. When using Al Tools, Al Users must comply with [name policies concerning confidentiality, non-disclosure of
trade secrets or intellectual property, IT/computer use policy, etc.].
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Drafting Note to Paragraph 7.(a).

Al Tools may train on the input that is provided, and thus it is possible that portions of that inputted confidential
information may be provided, in some form, to a subsequent user. For example, as per the ChatGPT terms: “To help
OpenAl provide and maintain the Services, you agree and instruct that we may use Content to develop and improve the
Services.” Organizations that are using ChatGPT and are concerned with such issues might consider using ChatGPT's
opt-out procedure (outlined here). Regardless, employers should take precautionary steps to ensure that their
employees are complying with the organizations’ confidentiality and computer use policies, among others.

Indeed, employers with significant intellectual property assets (including, but not limited to, employers in the
entertainment, medical, pharmaceutical, and technology industries) should consider customizing and expanding
this section with language found in their confidentiality and computer use policies, among others. For best
practices on drafting confidentiality agreements, computer use policies, and other policies to help protect the
Company’s confidential information, see Confidentiality Agreements Checklist (Best Drafting Practices for
Emplovers), Confidentiality Agreements, Communications System. E-mail, Network, and Internet Policies: Key Drafting
Tips, Computer, Mobile Phone, and Other Electronic Device Policies: Key Drafting Tips, Confidential and Proprietary
Information Policies: Key Drafting Tips. For non-jurisdictional templates to help protect the Company’s confidential
information, see Confidentiality Agreement (with Inventions Assignment), Computers, Mobile Phones, and Other
Electronic Devices Policy, Electronic Communication Systems Use Policy, and Communications Systems, Email
Networks, and Internet Policy.

(b) Al Users inputting data and information into an Al Tool are prohibited from disclosing trade secrets, confidential or
proprietary business information belonging to the Company or its [clients/customers], or from infringing upon the
intellectual property of the Company or others.

(i) To the extent information is licensed from a third party, the output may be subject to restrictions on the use of the
information contained therein. Inputting such licensed information into an Al Tool could constitute a breach by the
user of those third-party restrictions.

Drafting Note to Paragraph 7.(b).

Employers with significant intellectual property assets (including, but not limited to, employers in the entertainment,
medical, pharmaceutical, and technology industries) should consider customizing and expanding this section with
language found in their confidentiality and computer use policies, among others. For best practices on drafting
confidentiality agreements, computer use policies, and other policies to help protect the Company’s confidential
information, see Confidentiality Agreements Checklist (Best Drafting Practices for Employers), Non-disclosure
Agreements: Key Negotiation, Drafting, and Legal Issues (Pro-Employer), Confidentiality Agreements, Communications
System, E-mail, Network, and Internet Policies: Key Drafting Tips, Computer, Mobile Phone, and Other Electronic
Device Policies: Key Drafting Tips, Confidential and Proprietary Information Policies: Key Drafting Tips. For non-
jurisdictional templates to help protect the Company’s confidential information, see Confidentiality Agreement (with
Inventions Assignment), Computers, Mobile Phones, and Other Electronic Devices Policy, Electronic Communication
Systems Use Policy, and Communications Systems, Email, Networks, and Internet Policy.

(c) The publication or distribution of the output of an Al Tool could result in the violation of the Intellectual Property rights
of third parties. Prior to publishing or distributing content generated by Al Tools (in whole or in part), an Al User must
receive approval from [supervisor/manager]. When publishing or distributing content generated by Al Tools (in whole or
in part), Al Users must make known -through a disclaimer or otherwise - that the content has been generated by Al.

(d) Al Users must at all times comply with Company [identify policies concerning data and record retention, and the proper
storage, handling and sharing of sensitive information].
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Drafting Note to Paragraph 7.(d).

Depending upon how comprehensive the referenced policies are, employers may want to expand on this section to
include provisions outlining steps to prevent unauthorized access, tampering, or other security risks. This could involve
guidelines on access controls, encryption, and maintaining up-to-date security measures. For steps to take when
establishing a document retention policy to manage the handling, storage, maintenance, and destruction of corporate
records in the ordinary course of an employer’s business, see Document Retention Policy Checklist (Federal). For a
template federal document retention policy, see Document Retention Policy (Federal).

8. Reporting Procedures.

(a) Al Users are expected to contact [their supervisor/manager/other appropriate individual or department name]
immediately if they become aware of:

(i) An actual or possible violation of this policy
(i) A breach of data privacy or security
(iii) Al system failure —or-

(iv) A circumstance where an Al Tool is generating output which is: i) erroneous, ii) incomplete, iii) misleading, iv)
offensive, v) harassing, vi) discriminatory, vii) which causes an employee to have other concern(s), or viii) which
violates any Company policy.

(b) Reports made under this section will be investigated, and Al Users must cooperate with any such investigation.
(c) The Company may, in its sole discretion, decide to suspend use of the Al Tool during any such investigation.

(d) To the extent corrective measures are required following the investigation, Al Users must cooperate in the
implementation of those measures.

9. Violations.

(a) Violations of this policy may result in disciplinary action, up to and including termination of employment or contract
(as in the case of a contractor or third-party vendor). Nothing herein shall modify the at-will nature of an employee’s
employment with the Company. If Al Users have questions about this policy, they should contact [appropriate individual
or department name].

10. Amendment of These Policies.

(a) Al technology and the laws and regulations governing Al are rapidly evolving and these policies may be amended from
time to time to reflect the evolving landscape.
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ACKNOWLEDGMENT

| acknowledge that | have received and read the Company’s Artificial Intelligence (Al) Tools in the Workplace Policy. |
understand it and will abide by it. | understand that this policy is not an employment contract and does not change my status as
aln] [at-will employee] [independent contractor] [third-party vendor].

Dated:
Signature

Printed Name

Drafting Note to Signature Line of Acknowledgement

You should include an acknowledgment provision, particularly if the employer will use this form as a standalone policy
without incorporating it into an employee handbook, which should have an acknowledgment provision for its entire
contents. This provision serves as evidence that the employee/independent contractor/third-party vendor was made
aware of and understood the policy, and it helps negate any argument that the policy establishes a binding employment
contract. Because it may be difficult to authenticate an e-signature in a subsequent litigation, the employer should obtain a
handwritten signature, if possible. However, business realities often mandate that large employers use e-signatures. If this
is the case, ensure that the employer takes steps to authenticate each e-signature as belonging to a particular
individual. For more information on obtaining e-signatures, see What Every Employer Needs To Know About E-Signatures.
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