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One Thing We Can All Agree On:
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“Data is 
central to 
everything 

we do.”



Two Spheres
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Antitrust Privacy



Flavors of “Privacy”

Privacy
• is generally the right to be left alone or 

undisturbed/untracked, or not have so-
called sensitive personal information come 
to light

Data privacy (or “data protection”)
• is more the desire to control what personal 

information third parties collect about you 
and what can be shared with outside 
parties, and in what ways

Data security
• is concerned with preventing unauthorized 

parties from accessing data from networks 
or systems and responsibly destroying data 
when it is no longer needed.  Data security 
is needed to ensure privacy of data.
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In the early days of the 
web, privacy was 

concerned with the 
information collected by 

website cookies.

Then it was the tracking of 
user’s browsing activity 

over multiple sites. 

Now, it’s about data leaks 
(e.g., Cambridge 

Analytica), big data and 
mobile data collection, 

location data and biometric 
privacy.

Privacy over the Decades
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Big Data Revolution

 Devices, sensors, 
websites and networks 
are producing so much 
new data

 Computational and 
statistical methods 
have advanced

 More data scientists 
and analysts

 Cost of storage, 
processing is now 
negligible
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Why Do Companies Want Data? 
E-commerce companies and other entities 
often want to collect data from customers 
or acquire data from third party vendors to 
better know their customers, their 
competitors and the industry.

Not so easy to just purchase data like a 
widget  

Important to check rights in data and 
perform due diligence: 

 Did the data source acquire it lawfully, or with 
proper rights? 

 Can the data be used for your intended 
purpose? What about other purposes?

 Does your privacy policy allow certain data 
uses or data commingling?

 What are you using the data for? 

 Will the use of the data create any PR or 
ethical issues?

 Used for internal product development and 
analytics (and might be combined with its own 
customer data it has collected)

 Used for advertising purposes to target known 
audiences for its products
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Privacy and Data Security Laws in the United States
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There is no uniform privacy or data security legislation in the United States.  Instead, there is a “patchwork” of 
federal and state laws addressing data protection, overseen by various federal and state agencies

United 
States 

Constitution
State 

Constitutions

Federal 
Statutes

Federal 
Regulations

State 
Statutes

State 
Regulations

Local 
Ordinances Contract

Common 
Law

Sources of Privacy and Data Security Law

California



11

• Federal Constitution:  various privacy 
rights can be found in and/or interpreted 
from such amendments as the 4th and 
14th Amendments

• State Constitutions: can grant broader 
privacy rights than U.S. Constitution, but 
not less

Amendment IV.
The right of the people to be 

secure in their persons, houses, 
papers, and effects, against 
unreasonable searches and 

seizures, shall not be violated, 
and no Warrants shall issue, but 
upon probable cause, supported 

by Oath or affirmation, and 
particularly describing the place 
to be searched, and the persons or 

things to be seized. 

Federal and State Constitutions



Medical information Financial information Employment 
information

Sensitive personal 
information Children’s privacy School records

Telecommunications Computers Cable subscriber 
information

U.S. Privacy and Data Security Law is “Sectoral”
• The various Federal laws address specific subject matter:
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The Alphabet Soup of Regulated Data

CCPA – California 
Consumer Privacy Act 

(California)

COPPA – Children’s Online 
Privacy Protection Act 

(Federal)

FERPA – Family Education 
Rights and Privacy Act 

(Federal)
FTC – Federal Trade 

Commission

GDPR – the General Data 
Privacy Regulation (EU)

GLBA – Gramm-Leach-
Bliley Act (Federal, applies 

to financial institutions)

HIPAA – Health Insurance 
Portability and 

Accountability Act (Federal)
Various US state laws and 

ex-US legal regimes

Data can of course be regulated by a variety of legal regimes, including:
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Selected Federal Statutes

• Gramm-Leach-Bliley Act - GLBA

‒ Requires financial institutions to provide customers with notice of privacy 
policies. 

‒ Prohibits disclosure of non-public personal information about a consumer 
to non-affiliated third parties, unless specific disclosure and opt-out are 
requirements are met.

‒ Under the statute’s Safeguards Rule, covered entities must, among other 
things, develop, implement and maintain a comprehensive written 
information security program. 
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• Health Insurance Portability and Accountability Act – HIPAA
‒ As amended by H.R. 1 (11th Cong., 1st Sess. Feb. 17, 2009) (“the stimulus legislation”) 

(among other things, amending HIPAA and adding certain additional privacy protections).

‒ Covered entities must ensure the confidentiality, integrity and availability of all 
electronic protected health information

‒ Requires all health care providers, plans and clearinghouses that electronically 
maintain or transmit health information to comply with applicable regulations

‒ Sets standards to be met in numerous areas, including:
‒ implementation of policies and procedures to address security incidents, including mitigating harmful 

effects thereof

‒ Use and disclosure of information

‒ Individual access to records

‒ Documentation of policies and procedures

‒ Accounting for disclosures

‒ All business associates must be under contract to adopt HIPAA’s privacy standards

‒ Enforcement actions against entities that violate HIPAA security protocols

‒ Notably gaps in HIPAA: health data shared among non-covered entities (e.g., mobile apps, 
wearables, tech companies) 

Selected Federal Statutes
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Selected Federal Statutes

• Computer Fraud and Abuse Act - CFAA

‒ The CFAA penalizes, among other things, unauthorized access  to 
protected computers,  either by someone acting knowingly, or 
exceeding authorized access that was already granted, with intent 
to defraud or cause damage

‒ In addition to provisions for felony offenses,  including penalties 
such as fines and imprisonment,  the CFAA provides for a private 
civil right of action, allowing for awards of damages and injunctive 
relief in favor of any person who suffers a loss due to a violation of 
the Act

‒ Important cause of action with regard to web scraping

‒ There are numerous state law equivalents to the CFAA
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State Privacy Laws

• Some states protect privacy in general terms,  while 
others address specific privacy issues in particular 
circumstances, such as the unauthorized interception of 
or access to communications and the disclosure of 
personal information in connection with financial 
services. 

• Most states have right of publicity protections (either 
statutory or based in common law)

• States have also enacted privacy legislation relating to 
medical records and employment records, and other 
various areas including telemarketing.

• States have also passed cybersecurity regulations and 
security requirements for certain industries (e.g., data 
broker, insurance)

• Some of these state law enactments present issues of 
federal preemption.
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“In many ways, the acquisition of  DoubleClick by Google is a case of  
first impression for the Commission. The transaction will combine not 
only the two firms’ products and services, but also their vast troves of  
data about consumer behavior on the Internet. Thus, the transaction 
reflects an interplay between traditional competition and consumer 
protection issues. ”

“Traditional competition analysis … fails to capture the interests of  all the relevant 
parties. Google and DoubleClick’s customers are web-based publishers and advertisers 
who will profit from better-targeted advertising. … But this analysis does not reflect the 
values of  the consumers whose data will be gathered and analyzed. … I have considered 
(and continue to consider) various theories that might make privacy “cognizable” under 
the antitrust laws, and thus would have enabled the Commission to reach the privacy 
issues as part of  its antitrust analysis of  the transaction.”
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“Enhanced market power can also be manifested in non-
price terms and conditions that adversely affect 
customers, including reduced product quality, reduced 
product variety, reduced service, or diminished innovation. 
Such non-price effects may coexist with price effects, or 
can arise in their absence. ”
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“Privacy and data collection is also a function of price. When [a company is] changing 
terms [of service] … the net effect of it is that it's an ongoing price increase. If they … 
lock in a consumer and change the terms of service over and over to collect more and 
more and more data, that’s a price increase to me.”

Towards Convergence (2019)

“With quality metrics or innovation metrics, it’s much harder to assign some value to 
that in order to engage in a balancing test, but we have to do that. And I think we can 
think about privacy as a quality metric for sure.”

“For digital markets in particular, where consumers often pay nothing, price effects alone do not 
provide a complete picture of  market dynamics. Harms to innovation and quality are also important 
dimensions of  competition that can have far reaching effects. Privacy, for example can be an 
important dimension of  quality, and so by protecting competition, we can have an impact on privacy 
and data protection.”
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“There are a lot of different ways that privacy rules might entrench incumbents. It is a 
concern to the commission.”

Towards Convergence (2020)

“[A]s long as key digital markets are controlled by just a few large data hungry online 
platforms, both consumers and prospective entrants are at their mercy…. We 
absolutely must look at these issues holistically rather than myopically viewing them 
through the lens of either competition or consumer protection.”
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Towards Convergence (Today)

“To address persistent and recurrent practices that inhibit competition, 
the Chair of the FTC, in the Chair’s discretion, is also encouraged to 
consider working with the rest of the Commission to exercise the 
FTC’s statutory rulemaking authority, as appropriate and consistent 
with applicable law, in areas such as: unfair data collection and 
surveillance practices that may damage competition, consumer 
autonomy, and consumer privacy”
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Towards Convergence (Today)

“The swaths of data that Amazon has collected on consumers’ browsing and 
searching histories can create the same problem that Google’s would-be 
competitors encounter: an insurmountable barrier to entry for new 
competition.”

“[T]he  current antitrust regime has yet to reckon with the fact that firms with 
concentrated control over data can systematically tilt a market.”
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Towards Convergence (Today)

“When big data inhibits competition – by allowing those who have it to 
block access to markets for those who do not – we need to step in and fix it. 
This means enforcing our existing antitrust laws to their fullest extent….”

“We need to take a holistic approach to identifying harms, recognizing that antitrust 
and consumer protection violations harm workers and independent businesses as well 
as consumers. … Broadening our frame can also help surface the macro effects of our 
policy decisions, such as the relationship between market structure and supply chain 
fragility, or data consolidation and security vulnerabilities”

Congress should “vigorously explore new questions in antitrust to ensure that 
U.S. antitrust law remains relevant to the realities of today’s economy and 
society…. It is imperative that the U.S. antitrust law and policy match these new 
market realities and technologies.”
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The IssuesWho are the 
customers? 

Can More Privacy 
Harm Competition?

Consumer Harm in 
a Zero Price 
Environment

Market Definition 

The Issues



Data as private information v. data as competitive advantage
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…. even if some users retain 
some privacy interests in their 
information notwithstanding 
their decision to make their 
profiles public, we cannot, on 
the record before us, conclude 
that those interests—or more 
specifically, LinkedIn's interest 
in preventing hiQ from scraping 
those profiles—are significant 
enough to outweigh hiQ's
interest in continuing its 
business[.]”  
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If companies like LinkedIn, 
whose servers hold vast 
amounts of public data, are 
permitted selectively to ban only 
potential competitors from 
accessing and using that 
otherwise public data, the 
result—complete exclusion of 
the original innovator in 
aggregating and analyzing the 
public information—may well be 
considered unfair competition 
under California law.”



Who owns the data?
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Who Are The Customers?

vs.
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The Regulators Across The Pond

“[T]he Commission has analyzed potential data concentration only to the extent 
that it is likely to strengthen Facebook’s position in the online advertising market or 
in any sub-segments thereof.  Any privacy-related concerns flowing from the 
increased concentration of  data within the control of  Facebook as a result of  the 
Transaction do not fall within the scope of  the EU competition law rules but within 
the scope of  the EU data protection rules.”

“Dominant companies are subject to special obligations.  These include the use of  
adequate terms of  service as far as these are relevant to the market.  For 
advertising-financed internet service such as Facebook, user data are hugely 
important.  For this reason it is essential to also examine under the aspect of  abuse 
of  market power whether the consumers are sufficiently informed about the type 
and extent of  data collected.”
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“Privacy can be evaluated as a qualitative parameter of competition, like any number of 
non-price dimensions of output; but competition law is not designed to protect privacy. 
Put to the task, it will fail; and both competition and privacy will suffer.”

Cross Purposes?

“Privacy is not like prices, where it’s obvious what is better and what is worse.”

“People are really concerned about [data brokers] in the privacy world, but there is no 
question in my mind that they are a mechanism for allowing more competition to happen.”



Privacy: a benefit to consumers or an alleged subterfuge for 
anticompetitive behavior?
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EU and US investigations into Google Chrome upgrade
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Epic’s Position on Privacy
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…Apple has asserted that 
blocking third-party app 
distribution platforms is necessary 
to enforce privacy and security 
safeguards. This is a pretext that 
Apple has used to foreclose all 
competition in the iOS App 
Distribution Market in which it has 
absolute monopoly power.”



Apple’s Position on Privacy
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…Apple’s requirement 
that every iOS app 
undergo rigorous, human-
assisted review…is 
critical to its ability to 
maintain the App Store as 
a secure and trusted 
platform for consumers to 
discover and download 
software.”



Court’s Position on Privacy
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…[T]he Court finds Apple’s security 
justification to be a valid and 
nonpretextual business reason for 
restricting app distribution. . . . Human 
review…helps protect security by 
preventing social engineering attacks 
[and] also helps protect against fraud, 
privacy intrusion, and objectionable 
content beyond levels achievable by 
purely technical measures. By providing 
these protections, Apple provides a safe 
and trusted user experience on iOS, 
which encourages both users and 
developers to transact freely and is 
mutually beneficial….”



Market Definition: The Supreme Court

“In considering what is the relevant market.., no more definite 
rule can be declared than that commodities reasonably 
interchangeable by consumers for the same purposes make 
up” the relevant market. 

United States v. E.I. du Pont de Nemours & Co., Cellophane, 351 U.S. 377, 395 (1956)
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Market Definition: The License Plate Acronyms

• Hypothetical Monopolist Test
‒ DOJ/FTC Originated Test
‒ Yields narrow markets
‒ Maximum condemnation

• Small but Significant Non-transitory 
Increase in Price

“This test measures whether increasing a product's price—usually by 
five percent—results in a substantial number of consumers 
purchasing an alternative product.”

Kentucky Speedway, LLC v. NASCAR, 588 F.3d 908 (6th Cir. 2009)41
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Time for a New Test?
• Small, But Significant, Non-Transitory 

Decline in Quality
‒To date, “unworkable”

Quality is a “multidimensional,” “relative” concept that 
“incorporate a significant element of subjectivity, 
because certain quality aspects may be valuable only to 
some consumers, or more valuable to some than 
others.” - OECD

“The market at issue here is unusual in … that the products therein are not sold for a 
price, meaning that PSN services earn no direct revenue from users. 

The Court is thus unable to understand exactly what the agency's “60%-plus” figure 
is even referring to, let alone able to infer the underlying facts that might substantiate 
it.”



Granting summary judgment where plaintiffs’ expert “admitted that he did not define the market 
by conducting a Small but Significant and Non-transitory Increase in Price (“SSNIP”) test, and 
was not familiar with the Hypothetical Monopolist Test (“HMT”).”

ChampionsWorld, LLC v. USSF, 890 F. Supp. 2d 912, 948 (N.D. Ill. 2012)

Courts are Watchful for Knock-Off HMT and 
SSNIP Tests.

“A substitutability analysis that encompasses all the alternative forms of entertainment is 
necessary.…  By his own admission, [plaintiff’s expert] did not perform the standard SSNIP test” 
but rather his “own version” of [it],” which has not been tested, … subjected to peer review and 
publication,” or gained “general acceptance within the scientific community.”

Kentucky Speedway, LLC v. NASCAR, 588 F.3d 908 (6th Cir. 2009)
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Market Definition Depends on the Type of 
Conduct at Issue, but …

“[A]n antitrust plaintiff may not define a market so as to cover 
only the practice complained of, this would be circular or at 
least result-oriented reasoning.”

Adidas Am., Inc. v. NCAA, 64 F. Supp. 2d 1097, 1102 (D. Kan. 1999)

v.

“[A]n antitrust plaintiff may not define a market so as to cover 
only the practice complained of, this would be circular or at 
least result-oriented reasoning.”

Adidas Am., Inc. v. NCAA, 64 F. Supp. 2d 1097, 1102 (D. Kan. 1999)
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What’s the Harm in Free?

“If you tick the box, your information can be exchanged with 
others…. Actually, you are paying a price, an extra price for the 
product that you are purchasing.  You give away something that 
was valuable.  I think that point is underestimated as a factor as to 
how competition works.”

“Consumers have been harmed by the lack of sufficient competitive constraints on 
Facebook, which has enabled Facebook to exercise its monopoly power. Without 
meaningful competition, Facebook has been able to provide lower levels of service 
quality on privacy and data protection than it would have to provide in a competitive 
market.”
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Take-Aways & Parting Thoughts



The information provided in this slide presentation is not intended to be, and shall not be construed to be, either the provision of legal advice or an offer 
to provide legal services, nor does it necessarily reflect the opinions of the firm, our lawyers or our clients. No client-lawyer relationship between you 
and the firm is or may be created by your access to or use of this presentation or any information contained on them. Rather, the content is intended as 
a general overview of the subject matter covered. Proskauer Rose LLP (Proskauer) is not obligated to provide updates on the information presented 
herein. Those viewing this presentation are encouraged to seek direct counsel on legal questions. © Proskauer Rose LLP. All Rights Reserved.
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