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AI and the Attorney-Client Privilege

• Using AI tools could result in a waiver 
of the attorney-client privilege

• The use of open AI without an 
encryption key may result in a waiver 
of attorney-client privilege

• ChatGPT makes clear that information 
inputs will be shared

• ChatGTP’s known data issues
‒ Bug exposed ChatGPT users billing 

information and leaked queries of some 
users
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“Please don’t share any sensitive information in 
your conversations” ChatGPT FAQs



Potential Methods for Mitigating Risk

• API Data and Encryption Keys 

‒ Application programming interface for AI tools to be used in other applications 
‒ Ex. Instacart AI and ChatGPT ‘s  recently developed “Ask Instacart”

‒ API Key allows customization of AI models and isolates data from other users

‒ ChatGPT API data is not used to train or improve ChatGPT model but is still retained 
for “abuse and misuse” monitoring up to thirty days. 
‒ Non-API users can disable training and data retention to match the API data policy

‒ ChatGPT Business to launch later this year following API data usage policies 
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Potential Methods for Mitigating Risk

• Licensing Potential 
‒ OpenAI is offering bespoke enterprise 

agreements 

‒ Microsoft and Google are developing 
AI platforms that will likely be tailored 
for enterprise licensing

‒ Potential for the development of an 
internal AI tool that is siloed but relies 
on a base AI for general knowledge 
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Rules of Professional Conduct and AI

• Duty of Confidentiality 
‒ NYSBA Rules of Professional Conduct, Rule 1.6 establishes the duty of confidentiality

• Competence in the benefits and risks of technology
‒ NYSBA Rules of Professional Conduct, Rule 1.1 requires lawyers to stay current on the 

benefits and risks associated with technology the lawyer uses to provide services

• Candor to the Tribunal 
‒ NYSBA Rules of Professional Conduct, Rule 3.3 restricts lawyers from knowingly making 

a false statement of fact or law to a tribunal 
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A Cautionary Lesson: Mata v. Avianca, Inc., S.D.N.Y., 22-01461

• Plaintiff’s counsel, in support of a tolling 
statute, cited six non-existing six cases found 
by ChatGPT

• The court called this an “unprecedented 
circumstance” where counsel cited “bogus 
judicial decisions with bogus quotes and 
bogus internal citations”

• Hearing on June 8 for possible sanctions

• OpenAI’s sharing and publication policy 
requires disclosure if publishing material 
written with ChatGPT
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Courts Clamp Down in the Wake of Mata v. Avianca, Inc.  

• Judge Brantley Starr (N.D. 
Tex.) 
‒ Mandatory certification attesting 

that no portion of any filing will 
be drafted by AI, or that any 
portion drafted by AI will be 
reviewed by a human being

• Judge Gabriel Fuentes (N.D. 
Ill.) 
‒ Standing order requiring any 

party using AI to disclose in the 
filing the use of AI, the specific 
tool, and the way AI was used
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“One way to jeopardize the mission of federal courts is to use 
an AI tool to generate legal research that includes ‘bogus 
judicial decisions’ cited for substantive propositions of law.” 



AI and Legal Document Creation 

• AI-assisted work product  
‒ Expedites the creation of legal documents
‒ Many potential uses of AI such as: discovery requests, detecting errors in documents, 

form drafting

• Potential issues with document creation
‒ Review of the document is necessary as AI may contain bias, or could be based on 

unreliable inputs

• Disclosure to clients
‒ NYSBA Rules of Professional Conduct, Rule 1.4(2) establishes the lawyer’s duty to 

consult with the client about the means by which the client’s objectives are to be 
accomplished 

‒ Rise in generative AI provisions in outside counsel guidelines
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Investment Advisors and AI

• Fiduciary duty is a key issue to investment advisors
‒ Can you comply with your duties and use AI?

• Duty of Care
‒ Duty to act in the best interest of the client, including a duty to provide advice that is 

suitable for the client
‒ Reasonable investigation into the investment to not base advice on materially inaccurate 

or incomplete information 

• Duty of Loyalty 
‒ Full and fair disclosure to clients of material facts relating to the advisory relationship
‒ Full and fair disclosure of conflicts of interests 
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SEC and AI
• Chairman Gensler’s repeated concerns on AI and its programming 

‒ March 2, 2023, Prepared Remarks Before the Investor Advisory Committee: Concern on 
whether AI places the investor’s interest in front of the adviser’s own interest or alternatively is 
optimized in part for the adviser’s interest
‒ Similar concern April 18, 2023, in testimony before the US House of Representatives, Committee on 

Financial Services

• Predictive analytics could be a concentrated risk 
‒ Multiple trading platforms all built upon and relying on same AI base making the same 

decisions

• 2021 SEC Risk Alert 
‒ Concerns of bias
‒ Emphasis on consistent and persistent training 
‒ Governance and oversight

• 2023 SEC IAC letter on establishing an ethical AI framework for investment advisors
‒ Echoes concerns of 2021 SEC Risk Alert
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Will the Risk of Liability Chill A.I. Advancement?
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“Who Is Liable for A.I. Creations?”

“We need some kind of immunity for people who make the 
tools. Without it, we’re never going to see the full potential of 
A.I.” 



AI Generators Seek to Limit Liability Through Disclaimers
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“May occasionally generate incorrect information.”

“May occasionally produce harmful instructions or biased content.”

“ChatGPT may produce inaccurate information about people, places, or facts.”



It Relies on the Restatement
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“The Restatement (Second) of Torts recognizes that 
individuals can assume the risk of harm through an 
explicit agreement or by their own conduct. Disclaimers 
can be seen as a form of explicit agreement where a 
person acknowledges and accepts the risks associated 
with a certain activity or situation..”



But Is There Immunity for Third Party Claims?

“No provider or user of an interactive computer 
service shall be treated as the publisher or 
speaker of any information provided by another 
information content provider.”  

42 U.S.C. § 230(c)(1)
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Civil liability:  “No provider or user of an interactive 
computer service shall be held liable on account of 
any action voluntarily taken in good faith to restrict 
access to or availability of [objectionable] material.”  

42 U.S.C. § 230(c)(2)

“No provider or user of an interactive computer 
service shall be treated as the publisher or 
speaker of any information provided by another 
information content provider.”  

42 U.S.C. § 230(c)(1)



The Drafters of Section 230 Tend to Agree
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Does Section 230 apply to generative A.I.?... 
“We set out to protect hosting,” said Senator Ron Wyden, 
Democrat of Oregon. 

“If you are partly complicit in content creation, you don’t get 
the shield,” agreed Chris Cox, former Republican representative 
from California.



ChatGPT is Less Certain
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“Does Section 230 impact liability for Generative AI services?

“The application of Section 230 to generative AI services is a complex and 
evolving legal question…. Section 230 generally shields online platforms and 
service providers from being held liable for content posted by their users…. 

The liability of generative AI services becomes more complex when the 
service itself is involved in content creation. If a generative AI service is 
actively involved in generating or modifying content, it may be considered a 
content creator rather than a mere platform. In such cases, the service might 
have greater liability for the content it produces.”



But ChatGPT Thinks It Should Be Immune:
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Courts Have Not Figured Out the “Correct” Scope of Immunity

“When Congress enacted the statute, most of today’s major Internet platforms did not exist.  And 
in the 24 years since, we have never interpreted this provision. But many courts have construed 
the law broadly to confer sweeping immunity on some of the largest companies in the world.”  

“From the beginning, courts have held that § 230(c)(1) protects the “exercise of a publisher's traditional 
editorial functions—such as deciding whether to publish, withdraw, postpone or alter content.”

Malwarebytes, Inc. v. Enigma Software Grp. USA, LLC, 141 S.Ct. 13 (2020) (Thomas, J., statement re denial of cert.)
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“The mere creation of those platforms … is not culpable. To be sure, it might be that bad 
actors like ISIS are able to use platforms like defendants’ for illegal – and sometimes 
terrible – ends.”

“But the same could be said of cell phones, email, or the internet generally. Yet, we 
generally do not think that internet or cell service providers incur culpability merely for 
providing their services to the public writ large.”

“Nor do we think that such providers would normally be described as aiding and abetting, for 
example, illegal drug deals brokered over cell phones – even if the provider's conference-call 
or video-call features made the sale easier.”  

But Even Not Immune, Are AI Platforms Doing Anything Wrong?

• Plaintiffs “injured by a terrorist attack” sued Twitter and Google for “aiding and abetting ISIS.”
• ISIS uses the platforms to “recruit new terrorists” and “raise funds for terrorism”
• Twitter and Google alleged “knew that ISIS was using their platforms” for this purpose.
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The FTC May Not Agree
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“We can already see how AI can turbocharge fraudulent practices and automate 
discrimination. Scammers can use these tools to manipulate and deceive people on a 
massive scale, deploying fake but convincing content more widely and targeting 
specific groups with greater precision.”

“Firms should be on notice that systems that bolster fraud or perpetuate unlawful bias 
can violate the FTC Act. There is no AI exemption to the laws on the books.”



The FTC Will Likely Focus on the Use of AI Under Traditional 
Standards of Deceptive Advertising and Unfair Competition
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• “Although many of these tools offer the promise of advancement, their use also has the 
potential to perpetuate unlawful bias, automate unlawful discrimination, and produce 
other harmful outcomes.”

• “The FTC issued a report evaluating the use and impact of AI in combatting online 
harms identified by Congress. The report outlines significant concerns that AI tools 
can be inaccurate, biased, and discriminatory by design and incentivize relying 
on increasingly invasive forms of commercial surveillance. 

• “The FTC has also warned market participants that it may violate the FTC Act to 
use automated tools that have discriminatory impacts, to make claims about AI 
that are not substantiated, or to deploy AI before taking steps to assess and 
mitigate risks. Finally, the FTC has required firms to destroy algorithms or other work 
product that were trained on data that should not have been collected.”



But the FTC Also Wants to Use the Antitrust Laws to Encourage 
the “Fair” Development and Expansion of AI Tools
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“We know that in moments of disruption, established players will be tempted to 
crush, absorb, or otherwise unlawfully restrain new entrants to maintain their 
dominance. And we already see this risk.”  

“Enforcers have the dual responsibility of watching out for the dangers posed by new 
A.I. technologies while promoting the fair competition needed to ensure the market for 
these technologies develops lawfully.”



The FTC Sees the Past as Prologue
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On Internet 2.O:  

“Coupled with aggressive strategies to acquire or lock out companies that 
threatened their position, these tactics solidified the dominance of a 
handful of companies. 

What began as a revolutionary set of technologies ended up 
concentrating enormous private power over key services and locking in 
business models that come at extraordinary cost to our privacy and 
security.”



The FTC Sees the Past as Prologue
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On AI:  

“While the technology is moving swiftly, we already can see several risks. 

The expanding adoption of A.I. risks further locking in the market 
dominance of large incumbent technology firms. 

A handful of powerful businesses control the necessary raw materials that 
start-ups and other companies rely on to develop and deploy A.I. tools. 
This includes cloud services and computing power, as well as vast stores 
of data.”



It Comes Down to Control of the Data:
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“Reddit, an invaluable source for OpenAI, recently announced 
that it will start charging AI companies for access to data”

“Twitter also recently started charging for the service that 
allows access to its data, a change that affects many aspects of 
Twitter’s business, including use of its data by AI companies”

“None of these clever automated writers could exist without the enormous body of text 
freely available on the web.  Now tech and media companies that unwittingly provided 
this data are waking up to how essential it is to training the latest generation of language-
based AIs”



Are User Terms Disguised Non-Competes that Entrench 
Dominant Platform Monopolies?
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“You may not access or collect data from our Products using automated means”



The FTC Thinks So
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“The third [enforcement priority] area centers on taking aim at the ways in which certain contract 
terms, particularly those that are imposed in take-it-or-leave-it contracts, constitute unfair methods 
of competition or unfair or deceptive practices. 

We have seen how market power abuses … when one-sided contract provisions are imposed by 
dominant firms.”



Antitrust Cases Are Built on the “Gales of Creative Destruction”
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“When new technologies, or new business methods appear, a 
common result is the decline or even disappearance of the old. 

Were the old deemed to have a constitutional right to preclude the 
entry of the new into the markets of the old, economic progress 
might grind to a halt. Instead of taxis we might have horse and 
buggies; instead of the telephone, the telegraph; instead of 
computers, slide rules. 

Obsolescence would equal entitlement.”

Illinois Transportation Trade Ass'n v. City of Chicago, 839 F.3d 594, 596–97 (7th Cir. 2016)



AI, Ethics, and Antitrust
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“Is using AI Cheating?”

“The question of whether using AI is considered cheating 
depends on the context in which it is used….”

“In competitive environments, … the use of AI to gain an unfair 
advantage over other participants would generally be 
considered cheating….”

“It's important to consider the rules, guidelines, and ethical 
standards of the specific context in which AI is being used. ” 



Supreme Court:  Ethical Concerns Can’t Stop Competition
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“Ethical norms may serve to regulate … competition, [and] 
certainly, the problem of professional deception is a 
proper subject of an ethical canon. 

But that competition is not entirely conducive to ethical 
behavior … is not a reason for doing away with competition.”

Nat'l Soc. of Pro. Engineers v. US, 435 U.S. 679, 696 (1978)



If You Can’t Beat ’Em, Join ‘Em
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“If competing firms each entered into separate agreements with a single firm (for 
instance a platform) to use a particular pricing algorithm, and the evidence showed they 
did so with the common understanding that all other competitors would use the identical 
algorithm, that evidence could be used to prove an agreement among the competitors 
that violates U.S. antitrust law.”



The FTC Believes that AI Is the Next Frontier of Sophisticated 
Collusion Cases
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“the A.I. tools that firms use to set prices for everything from laundry 
detergent to bowling lane reservations can facilitate collusive behavior 
that unfairly inflates prices — as well as forms of precisely targeted price 
discrimination.”



Not a Theoretical Concern
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“Hotel Operators on the Las Vegas Strip have replaced their independent pricing and supply 
decisions with a shared set of pricing algorithms that allow the Hotel Operators to collect 
supracompetitive prices for their hotel rooms. The Hotel Operators have colluded to adopt these 
algorithms.”



Enforcers Are Putting Rules In Place
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“500.7 Dynamic Pricing 
The pre-disruption price for sellers who use dynamic pricing can be determined by using the 
median price for the same good or service at the same time one week prior to the abnormal 
disruption of the market. A seller who would be liable for price gouging due to this provision may 
affirmatively defend against a price gouging claim by proving that the aggregate profit divided by 
the aggregate units sold is the same as the aggregate profit divided by the aggregate units sold a 
week prior during the same time period. ”



The DOJ Is Salivating Over the Discovery Enabled by 
Algorithmic Collusion
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“I don't want anyone in the room to forget that humans program algorithms … 
That means that there are humans responsible for putting the algorithms into 
existence in the first place.”

“Algorithms leave behind a digital trail, which is great from an enforcement 
perspective. It means that we can get that code, see what it was programmed to 
do, see what it did …. That kind of evidence is phenomenal, right? If we have that, 
we can actually see what happened, and in some ways enforcement becomes 
easier.”
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