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The SEC’s Enforcement Division is conducting a sweep investigation of large investment
advisers regarding their employees’ use of “off-channel” communications.  The sweep,
which has been widely reported in the press, focuses on text messages from personal
phones, personal email, WhatsApp and other platforms not typically captured or
monitored by advisers.  The sweep is causing considerable industry concern, following
the SEC’s announcement of settlements against a number of large broker-dealers for use
of off-channel communications, that resulted in $1.235 billion of cumulative penalties. 

Private fund advisers have become accustomed to the Exams Division’s staff reviewing
the use of off-channel communications in recent years.  However, given how prevalent
text messaging has become in modern business (and everyday life), the SEC is bound to
find additional slip-ups as they investigate or conduct exams of private fund advisers. 
For example, internal text messages among the investment team advising a fund could
arguably relate to recommendations or advice to the client (e.g., the fund).  If not
retained, the SEC staff may have concerns under Section 204 of the Advisers Act and
Rule 204-2(a)(7) (the Recordkeeping Rules).

As the SEC presses the issue, smaller asset management firms may face similar
scrutiny.  Recent actions are a warning to reassess firms’ compliance with recordkeeping
requirements relating to off channel communications.  While this may be anxiety-
inducing, firms can take steps to minimize future exposure.  Below are some of the key
factors asset managers should evaluate:

1. Policies and Procedures:  Policies should reasonably address off-channel
communications and should accurately reflect current practices and exceptions. 
At a minimum, policies should be tailored to comply with the Recordkeeping Rules
under the Advisers Act.  Yet having a policy is not enough, firms must ensure that
their employees read, understand, and comply with the policies.

2. Detection and Surveillance: Firms should take steps to detect off-channel
communications that are covered by the Recordkeeping Rules, whether by

https://www.bloomberg.com/news/articles/2022-10-13/sec-whatsapp-probe-digs-deeper-into-asset-managers-personnel#xj4y7vzkg
https://www.sifma.org/resources/submissions/investment-adviser-recordkeeping-requirements-joint-trades/
https://www.sec.gov/news/press-release/2022-206


managing firm-issued devices or using reasonable detection mechanisms. 
Options include interviewing key team members, monitoring certain app usage,
encouraging self-reporting of policy violations, and scanning work emails for
indications of off-channel use (e.g., “please get in touch with me via WhatsApp”). 
Additionally, once employees exit the firm, if off-channel communications exist,
the SEC may expect firms to take steps to obtain and preserve them. 

3. Devices and Platforms:  Considering how difficult it may be to monitor employees’
communications on their personal devices, firms may choose to issue devices to
their personnel, taking steps to ensure that communications are conducted on
approved platforms and retained.  Firms also may consider whether unauthorized
platforms can be blocked using IT measures. 

4. Violations:  Even with appropriate policies in place, firms must have a cognizable
process for handling potential violations.  The SEC may expect firms to collect the
individual’s business-related communications or image devices.  The SEC may ask
questions about whether disciplinary action has been taken against individuals
who violate internal policies.

The sheer magnitude of SEC penalties in the broker-dealer space showcases how
seriously the SEC views recordkeeping.  It is reasonable to expect that the SEC will
eventually turns its attention to additional asset management firms.  Working with
counsel, asset managers can minimize their risk by preparing a detailed plan to prepare
for further scrutiny.

Read more of our Top Ten Regulatory and Litigation Risks for Private Funds in 2023.

View original.
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