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In an important opinion, the Ninth Circuit affirmed a lower court’s ruling that plaintiffs in
the ongoing Facebook biometric privacy class action have alleged a concrete injury-in-
fact to confer Article III standing and that the class was properly certified. (Patel v.

Facebook, Inc., No. 18-15982 (9th Cir. Aug. 8, 2019)). Given the California district court’s
prior rulings which denied Facebook’s numerous motions to dismiss on procedural and
substantive grounds, and the Illinois Supreme Court’s January 2019 blockbuster ruling in
Rosenbach, which held that a person “aggrieved” by a violation of the Illinois Biometric
Information Privacy Act (“BIPA”) need not allege some actual injury or harm beyond a
procedural violation to have standing to bring an action under the statute, the Ninth
Circuit’s decision was not entirely surprising. Still, the ruling is significant as a federal
appeals court has ruled on important procedural issues in a BIPA action and found
standing. The case will be sent back to the lower court with the prospect of a trial
looming, and given BIPA’s statutory damage provisions, Facebook may be looking at a
potential staggering damage award or substantial settlement.     

As outlined in prior posts about the long-running Facebook biometric privacy class action,
users are challenging Facebook’s “Tag Suggestions” program, which scans for and
identifies people in uploaded photographs for photo tagging (note: the class consists of
Facebook users located in Illinois for whom Facebook created and stored a face template
after June 7, 2011)). The class alleges that Facebook collected and stored their biometric
data without prior notice or consent and without a compliant data retention schedule in
violation of BIPA. Other technology companies face or have faced BIPA actions over photo
tagging or similar functions, but the Facebook class action has been the most closely-
watched and fully-litigated.
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Facebook had previously moved to dismiss the plaintiffs’ complaint for lack of Article III
standing. The district court denied Facebook’s motion to dismiss and certified a class.
Facebook renewed its arguments on appeal, contending that the plaintiffs’ claims merely
alleged a bare procedural violation of BIPA rather than an injury to a concrete interest,
and thus plaintiffs lacked standing. Plaintiffs, in response, argued that Facebook’s
violation of BIPA’s statutory requirements amounted to a violation of their substantive
privacy rights and so qualified as a concrete injury.

The Ninth Circuit affirmed the lower court’s ruling and held that plaintiffs asserted a
concrete and particularized harm sufficient to confer Article III standing because “BIPA
protected the plaintiffs’ concrete privacy interest, and violations of the procedures in
BIPA actually harmed or posed a material risk of harm to those privacy interests.”

“We conclude that the development of a face template using facial-
recognition technology without consent (as alleged here) invades an
individual’s private affairs and concrete interests.  Similar conduct is
actionable at common law.”

The court looked to the legislative history of BIPA to support the conclusion that the
statutory provisions in BIPA were “established to protect an individual’s ‘concrete
interests’ in privacy, not merely procedural rights.” It also cited favorably the Illinois
Supreme Court’s Rosenbach decision, which held that an individual could be “aggrieved”
by a BIPA violation because such a violation constitutes an “invasion” or “impairment” of
an individual’s statutory rights.  The Ninth Circuit also concluded that, for standing
purposes, the specific BIPA violations at issue presented a material risk of harm to
plaintiffs’ privacy interests (citing its Eichenberger decision where the court had ruled
that a plaintiff had standing to bring Video Privacy Protection Act claims due to the
substantive privacy interest at issue):

“Because the privacy right protected by BIPA is the right not to be subject to
the collection and use of such biometric data, Facebook’s alleged violation of
these statutory requirements would necessarily violate the plaintiffs’
substantive privacy interests.”
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There were several additional points of interest in the decision:

In its brief, Facebook had argued a lack of statutory standing and that the plaintiffs
were not persons “aggrieved” by a BIPA violations and therefore could not bring an
action. Choosing not to second guess the interpretation of the Illinois Supreme
Court, the Ninth Circuit, in a footnote, stated that because Facebook’s
interpretation of BIPA was rejected in Rosenbach, the argument was foreclosed.

•

Interestingly, the court did not cite or distinguish two pre-Rosenbach decisions from
an Illinois federal district court that had dismissed two separate BIPA actions on
Article III standing grounds.

•

The court also rejected Facebook’s argument that the class should be decertified on
predominance grounds because the Illinois legislature did not intend for BIPA to
have extraterritorial effect, and Facebook’s collection of faceprints should be
deemed to have occurred on its out-of-state servers (and thus each class member
would have to provide individualized proof that events in that class member’s case
occurred primarily within Illinois). Instead, the court found that it was reasonable to
infer that the Illinois legislature contemplated BIPA’s application to individuals who
are located in Illinois, even if some relevant activities occur outside the state.

•

Looking Ahead
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Despite the court’s refusal to dismiss the action on procedural grounds, the panel did not
consider whether plaintiffs established the elements of the alleged BIPA violations or
would ultimately succeed on the merits (yet, the alleged lack of Article III and statutory
standing was perhaps Facebook’s most meritorious defense).  Moreover, one can’t help
but couple this ruling with Facebook’s recent agreement to settle FTC privacy-related
charges for $5 billion and undertake certain corporate oversight privacy reforms.
Following the announcement of the FTC settlement, certain privacy advocates and
members of Congress decried it as inadequate and noted that the settlement terms did
not fundamentally change Facebook’s data collection practices. It is possible that
Facebook may take another one-time charge in the coming year to cover a potentially
nine-figure settlement in this biometric privacy litigation.  The question remains whether
such a potential settlement would explicitly require changes to Facebook’s facial
recognition practices or place limitations on future uses of its vast facial template
database, or how (or if) Facebook would have to conform its user consent processes to
comply with BIPA. For example, Facebook had previously turned off the automated Tag
Suggestion feature in the EU, but last year announced it would test the feature, giving EU
users the opportunity to opt-in or block Tag Suggestions.  Moreover, in 2018 Facebook
notified U.S. users about how they could turn off facial recognition. Based on patent
filings, Facebook is considering other commercial uses for facial recognition technology
beyond photo tagging, so Facebook’s harnessing of its faceprint database seems to be a
continuing part of its future suite of services, thus making the resolution of this litigation
even more noteworthy.

We will continue to monitor this case for future developments, including how its ultimate
resolution will affect other ongoing BIPA litigation.
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