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Last week, the European Court of Justice (CJEU) invalidated the U.S.-EU Safe Harbor
framework, effective immediately. This momentous decision jeopardizes the continued
flow of data from Europe to the U.S. As the Safe Harbor framework has been in place for
15 years and counts more than 4500 companies among its participants, Last week's
ruling is poised to have a major impact on U.S.-EU trade, and leaves many businesses
wondering if there are any alternatives that will allow them to continue transferring data
across the Atlantic without running afoul of the law. Below, we break down the decision
and its implications.

What is Safe Harbor?

The European Union Data Protection Directive forbids the transfer of personal data to a
country outside the European Economic Area (EEA) unless that country has adequate
data protection measures in place. While a number of non-EEA counties – such as
Argentina, Canada, Israel, and Switzerland – have been deemed to provide adequate
data protection, American data protection laws remain inadequate in the eyes of EU
decision makers. This means that those who wish to transfer personal data from the EEA
to the U.S. have to jump through a few more hoops to ensure that the transfer is legal
under the Directive. Naturally, this situation is less than ideal, given the volume of trade
between the U.S. and Europe.

Enter the Safe Harbor framework, which was designed to facilitate data transfers
between the EEA and the U.S. American companies could self-certify that they complied
with the Safe Harbor framework, which essentially amounted to their public attestation
that they complied with certain European privacy standards. Once a company self-
certified and became part of the Safe Harbor program, the company could legally receive
exports of personal data from the EEA to the U.S. The Safe Harbor program thus provided
American companies a relatively headache-free way to comply with European privacy
laws and maintain the all-important flow of personal data from much of Europe to the
U.S, and many U.S. companies relied on it to carry out data transfers.

http://curia.europa.eu/juris/document/document.jsf;jsessionid=9ea7d0f130d563c41d2d2c20460a85dffc9844dfe5cd.e34KaxiLc3eQc40LaxqMbN4ObNyNe0?text=&docid=169195&pageIndex=0&doclang=EN&mode=req&dir=&occ=first&part=1&cid=134714
http://www.wsj.com/articles/eu-court-strikes-down-trans-atlantic-safe-harbor-data-transfer-pact-1444121361
http://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:31995L0046&from=en
http://www.nytimes.com/2015/10/07/technology/european-union-us-data-collection.html?_r=0


How did this decision come about?

American data protection laws have been under increased European scrutiny ever since
Edward Snowden revealed the extent and scope of U.S. surveillance around the world.
However, the CJEU rendered this decision as part of what's become known as the "Max
Schrems" case. Schrems, an Austrian citizen, privacy activist and Facebook user, filed a
complaint with the Irish Data Protection Commissioner, asking the Commissioner to
prohibit Facebook from transferring his personal data to the U.S. According to Schrems,
Snowden's revelations demonstrated that the U.S. did not adequately protect personal
data from NSA surveillance activities. The Commissioner refused to investigate the
complaint, reasoning that European Commission Decision 2000/520 – which set out the
Safe Harbor Privacy Principles – indicated that the U.S. provided adequate privacy
protection. Schrems then challenged the decision before Ireland's High Court. The High
Court noted that several U.S. federal agencies carried out widespread surveillance of
personal data in a manner contrary to Irish privacy laws, and recognized that Schrems
effectively was challenging the legality of Decision 2000/520 and the Safe Harbor
framework. The High Court then stayed the case while asking the CJEU to determine
whether the Commissioner could investigate a claim that a particular country's data
protection laws were inadequate when presented with evidence supporting that theory,
even if there already was a decision (such as Decision 2000/520) holding that that
country's data protection laws were adequate. In today's decision, the CJEU answered
that question in the affirmative, holding that:

the national supervisory authorities, when hearing a claim lodged by a person concerning

the protection of his rights and freedoms in regard to the processing of personal data

relating to him, must be able to examine, with complete independence, whether the

transfer of that data complies with the requirements laid down by the [EU Data

Protection] [D]irective.

See ¶ 57. The CJEU clarified that although the Commissioner could investigate Schrems'
claim, neither the Commissioner nor the High Court could invalidate a Commission
decision; only the CJEU could take that action.

http://www.businessinsider.com/ecj-safe-harbor-ruling-bots-expected-2015-10?r=UK&IR=T
http://www.businessinsider.com/ecj-safe-harbor-ruling-bots-expected-2015-10?r=UK&IR=T
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:32000D0520:EN:HTML


The CJEU went on to analyze Decision 2000/520 and held that it was invalid. The CJEU
found that the Safe Harbor program did not adequately protect personal data from
"interference" from the U.S. government "founded on national security and public
interest requirements." See ¶ 87. Since EU law only permits such access to personal data
where "strictly necessary," and the court described U.S. law as allowing for access to
personal data on a more generalized basis, the CJEU found that Decision 2000/520 failed
to comply with the Directive's requirements and therefore was invalid.

What's the potential impact of this decision?

The potential impact is significant, given the number of businesses that use the Safe
Harbor framework to legally transfer Europeans' personal data to the U.S. It's not just
major tech companies that need to make regular transatlantic data transfers: For
example, companies that have employees in Europe likely need to transfer those
employees' personal data to the U.S. for human resources purposes. Likewise, companies
that collect personal data from their European customers may need to evaluate their
needs in light of today's decision.

How can companies continue to transfer data in the absence of Safe Harbor?

Despite the alarm surrounding this decision, there are other ways for U.S. companies to
transfer data in compliance with European privacy laws. Though more onerous than self-
certifying under Safe Harbor, both binding corporate rules and model contracts may be
used to effectuate legal data transfers. In addition, the Data Protection Directive allows a
data transfer if the data subject unambiguously consents to the transfer, although this
option is not favored by some EU data protection authorities and has limited application.

http://ec.europa.eu/justice/data-protection/international-transfers/binding-corporate-rules/index_en.htm
http://ec.europa.eu/justice/data-protection/international-transfers/transfer/index_en.htm


However, it is important to note that the feasibility of these alternative data export
options will differ from company to company based on a number of factors. Model
contracts, for example, only serve as a practical solution for those transactions where a
company, as opposed to an individual, is exporting data to the U.S. If importing data from
individual data subjects, companies should ascertain whether these individuals are
employees or customers, as it is more difficult to obtain unambiguous consent for
transfer from employees than from customers, thereby making that option less appealing
for those companies importing employee data. In addition to evaluating their own
practices, companies need to reassess their relationships with third-party vendors to
whom they have transferred personal information subject to one or both parties'
participation in the Safe Harbor program.

Many of the smaller companies that relied on Safe Harbor, though, may not have the
resources to take advantage of options other than Safe Harbor. Fortunately for them, U.S.
and EU authorities are working together to develop a new Safe Harbor agreement,
although it is unclear when this agreement may be finalized.

The true effects of today's decision still remain to be seen, and will play out over the
coming weeks and months. 
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