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Edited by “A Moment of Privacy” addresses one legal development each month in the area of privacy

Kristen J. Mathews and data security law. We answer the questions our clients are asking, in away that we
hope gives practical information to our readers. If you send us your question, you may find
your answer in an upcoming newsl etter.

And now for this month’s question:

Q: | know that a host of state laws require that my company take measures to protect the
confidentiaity of the Social Security Numbers that it possesses regarding employees and
consumers. But | hear that Connecticut’s new law, “AN ACT CONCERNING THE
CONFIDENTIALITY OF SOCIAL SECURITY NUMBERS,” requires more. Isthat true?

A: Yes, but Connecticut is at least the third state to do so (after Michigan and Texas). In
addition to the requirements that have become common among state laws (e.g.,
requirements to safeguard SSN's and to dispose of them in a secure fashion), Connecticut’s
new law also requires that companies create, and publish to the public, a policy that protects
the confidentiality of SSNs, prohibits their unlawful disclosure, and limits access to them.
According to the Act, one way that the policy may be published is by posting it on an
Internet Web page.

A company that intentionally violates Connecticut’s new law is subject to a civil penalty of
$500 per violation, not to exceed $500,000 for any single event. In addition, if acompany
publishes a policy and then does not comply with it, the company could be subject to an
action by the Federal Trade Commission, a state attorney general, or even an individual or
class of individuals, for deceptive trade practices and/or consumer protection violations.

Many states have Social Security Number protection laws that require companiesto take
measures to protect the Social Security Numbers that they possess in the course of their
business. For example, many states prohibit companies from including full Social Security
Numbersin mailings and from transmitting Social Security Numbers, unencrypted, over a


http://www.cga.ct.gov/2008/ACT/PA/2008PA-00167-R00HB-05658-PA.htm
http://www.cga.ct.gov/2008/ACT/PA/2008PA-00167-R00HB-05658-PA.htm
http://www.legislature.mi.gov/(S(3a33ip45hicwut45ckfjrqai))/mileg.aspx?page=getobject&objectname=mcl-445-84
http://caselaw.lp.findlaw.com/txcodes/bc.011.00.000501.00.html

public network (such as viaunencrypted e-mail). Increasingly more states are adopting
Social Security Number protection laws at arapid pace.

All companies should have Socia Security Number protection policies that are designed to
bring about compliance with these laws and the protection of Social Security Numbers from
compromise. Inthe few states where these policies are required to be published, companies
must do so, and should appreciate the additional legal exposure that goes along with
publishing its policy to the world. In many cases (as in the case of Web site privacy
policies), published policies are legally construed as enforceable commitments asto the
company’s practices.

Connecticut’s Act becomes effective on October 1, 2008.

Have a question? E-mail Kristen J. Mathews at kmathews@proskauer.com.
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