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Welcome to “A Moment of Privacy,” a newsletter brought to you by the Privacy and Data
Security Practice Group at Proskauer.

“A Moment of Privacy” addresses one legal development each month in the area of
privacy and data security law. We answer the questions our clients are asking, in a way
that we hope gives practical information to our readers. If you send us your question, you
may find your answer in an upcoming newsletter.

And now for this month’s question:

Q: Does my company have to start obtaining consent from our Web site visitors to place
cookies on their computers?

A: If the European Commission has anything to say about it, yes, starting about 18
months from now.

Last week, the European Parliament approved amendments to Europe’s e-Privacy
Directive requiring, among other things, that operators of Web sites obtain a user’s
consent before placing a cookie on the user’s computer. “Cookies” are digital files that
are routinely placed on a user’'s computer when they visit a Web site. These files are
used for many purposes, including to save a user's name and password so they can be
pre-populated in a Web site’s log-in page; to enable Web sites to engage in behavioral
marketing by displaying ads that are keyed to a user’s browsing history; to enable Web
sites to perform analyses of the demographics of the site’s visitors and what areas of the
site are most popular; and to save the contents of a user’s online shopping cart.

Under the amended e-Privacy Directive, Web sites may only place cookies if the user has
consented, after having been provided with clear and comprehensive information about
the purpose of the cookie. The amended directive provides an exception to the consent
requirement if the cookie is “strictly necessary” in order for the Web site to provide a
service specifically requested by the user. While this exception is mildly helpful, it would
not apply to most uses of cookies.


http://www.proskauer.com/en-US/practices/privacy-data-security/
http://privacylaw.proskauer.com/
http://www.pli.edu/product/book_detail.asp?id=33122&t=WAF9_8PRS1
http://www.proskauer.com/publications/Publications.aspx?NewsTypes=6360d64b-fd03-42c1-953f-08ae43377299&KeywordPhrase=A+Moment+of+Privacy

A recital that prefaces the directive suggests that “where it is technically possible and
effective,” consent may be expressed by using the appropriate settings of a Web browser
or other application. However, it is unclear whether user consent can be obtained this
way when the default Web browser setting is to accept cookies, as is the case with most
Web browser software on the market.

Furthermore, due to the European law’s definition of “personal information,” the EU’s new
rule even applies to cookies that do not collect a user’'s name or contact information, on
the grounds that anonymous cookies still enable a Web site to recognize a user who has
been to the site before.

While this amendment leaves European companies in a state of alarm, it also leaves
non-EU companies in a state of quandary. The EU (specifically, the Article 29 Working
Party) consistently has taken the position that its personal data directive (an older sibling
of the e-Privacy Directive) applies to wholly non-EU Web sites that place cookies on
computers which are located in Europe. If the e-Privacy Directive also applies to all Web
sites that drop cookies, the global impact of these amendments essentially requires every
Web site to change its practices in about 18 months, which is the deadline by which
European Member States must implement the e-Privacy Directive’s amendments.

Have a question? E-mail Kristen J. Mathews at kmathews@proskauer.com.

This publication is a service to our clients and friends. It is designed only to give general information on the
developments actually covered. It is not intended to be a comprehensive summary of recent developments in the law,
treat exhaustively the subjects covered, provide legal advice, or render a legal opinion.

Boca Raton | Boston | Chicago | Hong Kong | London | Los Angeles | New Orleans | New York | Newark | Paris | Sdo Paulo | Washington, D.C.
www.proskauer.com

© 2009 PROSKAUER ROSE LLP. All Rights Reserved. Attorney Advertising.



